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1.1

BBenenue

KpaTkoe onucanue BO3MOKHOCTE#

ABromartusupoBaHHas cucrema o0padotku uHmaeHToB @uHLIEPT banka Poccuu (nanee

— ACOU OunllEPT) mpennasnaueHa s moajaepkku OusHec-mpoiieccoB DuHLIEPT wu

OpraHu3aIy HEmpephIBHOTO WH(MOpManmoHHoro B3aumojeicTBus Mexay DOuHl[EPT un

YyacTHukaMu HHQOPMAIIMOHHOTO OOMeHa (Janee - Y4YacTHUK) IO BOMNpOCaM HapyIIeHUs

MH(}OPMaLlMOHHON O€3011aCHOCTH.

ACOMU OuHlIEPT obecneunBaer:

B3aumoeiicteue mexxay @unl{EPT u YuactHukamu B yacTi ”HGOPMUPOBAHUSA U

pearupoBaHus Ha YIpO3bl U HHIUACHTHI HH(bOpMaHHOHHOﬁ 6630H8.CHOCTI/I;

IOBBIIICHUEC YPOBH: I/IH(bOpMI/IpOBaHHOCTI/I Y4acTHHKOB 00 AKTYAJIbHBIX YI'p0O3ax

MH(POPMAIIMOHHOHN 0€30MaCHOCTH.

ACOU ®unllEPT obecneunBaer B3aumojeicteue mexay OunllEPT u YyactHukoMm B

yacTH (OPMHPOBAHUS UM pPEArupoBaHUS Ha YIrpo3bl W HMHIUJCHTH HMH(OPMAIIMOHHON

0€30I1aCHOCTH.

O6men uadopmanmeit mexay GuallEPT u YyacTHUKOM OCYIIECTBISETCS CIECTYIONTUMU

crocodamu:

gepes coobmienus B muuHoM kadbunere (JIK, cm. 1. 2), Y4acTHUK MOXET HalpaBUTh
B OuHLIEPT cool6menne o0 WHIMAEHTE, Yrpo3e, YSI3BHUMOCTH, ITYOIUKAIINH,
coo0nIeHre B CBOJHOM dopme, WM U3MEHEHUU JAaHHBIX B KapTOUKE y4acTHHUKA,
MIPUJIOKUB K COOOIIIEHNUIO COOTBETCTBYIOIIYIO AJIEKTPOHHYIO (hopmy m/wmim aii.
[Ipu mocTyruieHUH TEepBOro COOOIIECHUS OT YYacTHHMKA 4yepe3 JUYHBIN KaOuHeT
VYyactauka @OuallEPT ¢opmupyer 3ampoc. Bce mocnenyromiue cooOimieHus,
CBSI3aHHBIE C UCXOIHBIM, OT YuacTHUKa 1 @uHI[EPT aBTOMaTnyecku nonagarot B
stor ke 3ampoc. DuHIIEPT mnomywaer coobOmienne OT VYuacTHHUKA, TPHU
HeoOxomuMocTH (hOpMHUPYET PEKOMEHIAIIUY /ISl TPOTUBOACUCTBUS U HAMIPABIISET
ux YuacTHuKy. Kpome Toro, YUacTHHUK MOKET MOJTy4aTh OFOJUIETEHH IS CBOSH
oTpacyu, cojepkaiue HHHOPMAINIO O HATHYUH UM YCTPAHCHHUH YSI3BUMOCTEH B

MIPOrpaMMHOM HJIU anmnapaTHOM 00eCIeYeHHH.

yepe3 coOOIIeHUE IIEKTPOHHOM MOUTH ¢ (popMamu oOMeHa HH(pOpMaIueii:



®opmbl oOmena uapopmarueit B popmare JSON MokHO Takke otnpasisaTh yepe3 JIK B

BHUJIE BJIOXEHHUH K coobIieHusM (cm. 1. 2.5.2).

[Tpu pabore B ACOU ®unIIEPT u popmupoanuu 3anpocoB B ®unllEPT YuactHuku

MOT'YT UCIIOJIB30BaTh CIICAYIOIINUEC THUIIbI JaHHBIX:

— peanpHble JaHHBIE 00 WHIUAEHTaX WHPOPMALMOHHON OE30IMacHOCTH B
OpraHM3anusax OaHKOBCKOW cucreMbl P® — yuacTHuMKax HH(OPMALMOHHOTO

oOMeHa;

- TecToBble (MMUTALMOHHBIC) JaHHbIE 00 WHIOUWACHTAX HHGOPMAIIMOHHON
0€30macHOCTH B OpraHu3alMsx OaHKOBCKOH cuctembl P® — ydacTHuKax
uHpopMaMOHHOTO oOMeHa. Ilpu BHeCEHMM TECTOBBIX IaHHBIX HE00XOIUMO
MOMeYaTh WX 3aroJIOBKU M TEMBI CUMBOJIOM «***) TecTOBblE (MMUTAIIMOHHBIC)
JaHHBIE JTOJDKHBI B MAKCUMAIIbHOW Mepe COOTBETCTBOBATh HH(POPMALIUHU, KOTOPYIO
MpearoiaraeTcs 3amoiHATh YYaCTHUKY HWH(GOpMAIMOHHOTO oOMeHa (1o
CTpYKType, dopmaraM, HAIOJHEHUIO M T.1.). 3alpOChl, COAEPKAINE TECTOBbIE

(MMUTAIMOHHBIC) TaHHBIEC, He 0OpabaThiBatoTcs onepaTopamu OuHIIEPT.

[Topsimok ycTaHOBKM W HACTPOMKM IMPOrpaMMHOr0 oOecredeHus, HeoOXOIUMOro s

pabotel ¢ ACOUN ®unlIEPT, npusexnen B [Ipunoxenue 1.



2 Paoora ¢ JINYHBIM KAOMHETOM YUYACTHHKA

Jna nocryna k ACOU ®uullEPT HeoOxonumo:
- Ilpu pabote ¢ Kontunent TLS-kmuenT:
- 3anyctuth KontuHent TLS-knueHT;
- 3amyctuth oauH u3 noaaepxkuBaeMbix ACOU ®unllEPT oGo3peBareneii:
— Microsoft Edge;
— Microsoft Internet Explorer Bepcun e Hike 11;
— Google Chrome Bepcuu He Huxe 60.
- IIpu pabote ¢ Kpunrtollpo CSP

- 3amycTtuTh 0o6o3peBarenb Microsoft Internet Explorer Bepcun ne Hmke 11 wm
Microsoft Edge.
2.1 IlepBblii BX0A M cCMeHA NapoJIs

Jns BXona B JWYHBIM KaOMHET B aJapecHOM CTpoke Opay3epa BBEIUTE aJpec:

https://portal.fincert.cbr.ru (Pucynox 1).
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m“HU‘EPT Hosoctu UB 0 UenTpe Wntopmauus OuHLIEPT KoHTakTb! ACOW ®OuHLIEPT ([lokymerTauus u M0 YuacThu

O LleHTpe

LIeHTp KOMPETEHLMM B PaMKax MHBOPMaUMGHHOTO B3auMonedcTanA Barka PoCoNM, KpEMTHDIX 1 HEKPEAMTHBIX (MHAHCOBBIX OpraHU3aLMi

HoBocTu

06 Ykasanun Banka Poccuu ot 25 nekaépa 2018 r. N 5039-Y YnpolueHHbli hopMaT 3anoNHeHna KapTouKkn uHUMAeHTa (Tuna EXT) o6
onepauusx 6e3 corlacus KIWeHTa
Texnuueckne pa6otsl 8 ACOU OuHLIEPT 26.01.19-27.01.19
TexHuveckue paboThbl B TecToBbIX pecypeax ACOW ®uHLIEPT 22.01.19
Textuyeckue paGoThl B 30HE ONbITHOW 3kcnnyaTauuu ACOW OuulIEPT 09.01.19

1319 12122018 21:37 23112018 16:33 23.11.2018 13:36 12.11.2018

TexHuyecKue pacoThl B 30HE ONbITHOW TexHUyeckne paboTol 8 ACOM YnpolueHHblil hopMaT 3anonHeHna 12.11.2018 B ACOW OuHLIEPT 6ynyT

akcnnyataunn ACOM ®@uHLIEPT OuHl[EPT 24.11.18 K8PTOUKM MHUMAEHTE (Tuna EXT) 06 DROBEASHb! PaboThl O CMEHE

12.12.18 oNepauuax 6e3 COrNAacKa KNHeHTa KRUATOrpahuYeckux CepTUHMKATOR

Agctyna

KoHTaKTs! Mpagosas ungopmauus

info_fincert@cbr.ru 0 Llextpe

+7 (495) 772-70-90 «QuHLIEPT» banka Poceun -

Pucynok 1 — CraproBasi cTpaHuIa nopraJja

B npaBoMm BepxHEM YIly CTpaHUIbl HA)KMUTE KHOIKY «JInuHbll Kabuner». OTKpoeTcs

crpanuna Bxoaa B ®unllEPT (Pucynok 2).

PucyHok 2 — Bxoj B JINUHbBI KaOUHET Y4YacTHUKA
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- B none JloruH BBEIUTE JIOTUH YYETHOM 3aMUCH.
- B none I[1aposib BBenuTe napoiib Balield y4eTHOM 3aUCH.
- Haxwmure kHONIKY «BoiTn».

ACOU OunlIEPT mpoBepsieT BBElIEHHbIE BaMU YYETHbIE JaHHbIE. Eciau Bbl yKazanu
BEpHbIC JlaHHbIE, OTKPOETCA CTapToBas CTpaHMLA. Eciu Bbl yKa3ajldi HEBEPHbIE JaHHBIE,

0oTOOpa3uTcs coodiIeHue 06 onmoKe.

[Ipu nepBom Bxone ACOWN ®OuHLIEPT npennoxuT cMeHUTh Mapoiib MEPBOrO BXOAA

(Pucynok 3):

HoBblli naponb

Bol BOCMONb30BANWCE BPEMEHHBIM NaponeM.
YeTaHoBMTE CODCTEEHHDBIA Naponb, KOTOPbIA Ebl
GyneTe MCNONb30BATL NPW NOCNEAYHWWX BXOLAX
B CHCTEMY.

Pucynok 3 — OkHO cMeHBbI apPOJisi IEPBOro BXoAa

I[J'I}I CMCHBI ITapoOJid 3aliguTe Ha CTpaHUILly «Cmena apoJs». I[JISI 9TOr0 HaXXMHUTC Ha

UKOHKY B JIECBOM BEpXHEM YTy, BEIOEpUTE MYHKT MeHI0 «CmeHa napois» (PucyHok 4).
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petrov@bank.ru v

Bbl BOLLINKM KaK e
petrov@bank.ru

[TocnepHee
noceujeHue 6b1110
9 nroHa, 17:12

CmeHa napons

Bbixog

Pucynok 4 - Ilepexos B IN4YHbII KAOMHET

3anoJHUTE MOl CO CTapbhiM, HOBBIM MapojieM W ero mnoareBepxkacHue (Pucynok 5).

Haxwmure kHonky «Coxpanutby. [lapons OyaeT u3MeHeH.

CmeHa napons

PucyHnok 5 - U3meHeHue napoJis

[Tocne ynayHOW CMEHBI Mapojsi OTKPOETCSl CTapToBas CTpaHula. B oTKpbIBIIEMCS

uHTepdeiice (PrucyHok 6) ZOCTYIHBI CleNyIOIINE TYHKTH MEHIO:

«3anpocsl»;

«BIOJ'IJ'ICTCHI/I»;

«Bara opranuzanus»;

«3aperucTpupoBaTh 3ampoc.



13

SRFINCERT i BeneTe o e e SOETIIRRT T m

3anpocel @) Tonbko oTKpLITLIE REQ-20171207-02 - TpebyeTca NPOBECTKH NPOBEPKY

Napamerpa sanpoca e

3 pexabps, 16:25

REQ-20171207-02

WHuympenT
MHXasn, NOMANYACTA, YKEMMTE KBKOE 3N0BpenHoe MO Guino A

O6HADYMEHD BALIMM AHTHENDYCOM. PEXOMEHIALAN Bbl MOMETE H3A A nowTa, © mozeminguteeourity;com

Mikhail 0zomin [EXEES

10 pexabpa, 10:12

Buepa, 05:01

Pucynok 6 — Unrtepdeiic JIK YuacTHuka

2.2 Pabora ¢ meHI0 «3anpoch»

WNudopmanus o 3ampocax oToOpakaeTcsi Ha CTpaHULlEe «3apoch».

B otkpeiBIIEiics hopme 0TOOpasuTCs coaepkumoe 3ampocos (PucyHok 7).
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FinCERT = 3anpochl Bronnetenn ® Bawa cpranmsauna 3aperHcTpHpoBaTh 3aMpac O.., tul_usl ~

Banpocm TonbKo OTKPLITHIE

tul_us1

YepHoBHK AoBaBHTE v
HepHoshi
Ueprzsmic

Uephosnk

Pucynok 7 — Undopmanus no 3anpocam

Paboyass 007acTh CTpaHULBI COAEPKUT CIHCOK 3ampocoB. Ilo ymom4aHHIO CITHCOK
COACPIKHUT TOJIbKO OTKPBITBIC 3allpoChl W YCPHOBUKH 3aIIPpOCOB. Ber MokeTe BKIOUYHTH

0TOOpaXKeHUe 3aKphIThIX 3armpocoB (PucyHok 8).

3anpocbl @ Tonsko oTkpbITbIe
PucyHok 8 - IIpocMOTp T0JIbKO OTKPBITHIX 3alPOCOB

BOCHOHB3YI>'ITCCI> CTpOKOfI IIOHCKa, pacnono;erHoﬁ Haa CITMCKOM 3aIIpOCOB, YTOOBI HAUTH

UHTEpeCyIoIUi Bac 3ampoc. B cTpoke Hy)XHO yKkaszaTh HJIEHTH(UKATOp 3ampoca, ero TeMy Hiu

OITMCaHuCE.

Pucynok 9 - Ctpoka nomncka 3anpoca

B mpaBoit wactu paboueil obmactu Ha Bkiagke «l[lapameTpsl 3ampoca» oTOOpakaeTcs

OCHOBHas HH(OpMAITUS 10 3aIpocCy:

- Craryc. Ilpenna3znadyeH AJis OTCJIEKHMBAHUSA COCTOSHUS 00paboTku 3ampoca. B

OuHIIEPT cymecTByrOT ciaeayroumue cTaTychl 3anpoca:
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- Hasnauen — 3anpoc Tosbko nocrynuin B PuHIIEPT u HasHayen Ha

OTBETCTBEHHOTO OTepaTopa.
- B pabore — Begercs paboTa mo 3amnpocy.

- Oxupaer 3akpoituss — oxupaerca noarsepxkaenue @uullEPT o 3akpeitun

3arpoca.
- 3aKpbIT — 3aMpoc yCHelHo 00padoTaH U MOMEIICH B apXUB.
— OTKJIOHEH — 3aIpoc HEaKTyaJeH U OTKJIOHEH.

- Oxupgaemoe Bpemsi oTBeTa. Bpemsi peakiuu Ha Baiie oOpalleHHe ¢ MOMEHTa
IoJIy4eHus: OT Bac 3ampoca a0 orsera omeparopa OuullEPT ¢ onmcanuem
JaJbHEHIINX 11aroB Mo peleH o Ballero oopamieHus. Bpems peakuuu 3aBUCUT OT

MIPUOPUTETA 3aIpoca.

- HWpentudukaTop  3ampoca. Unentudukarop  3ampoca  (opmupyercs

ABTOMAaTHUYCCKU.

- Ornpaenen. Croco0 otmpaBku 3ampoca, ¢GaMuwinss ¥ UMS  [0JIb30BaTes,

OTIIPaBHUBLICTO 3aIIpOC.

- Ilocnennee oGuoBneHue. Jlata W BpeMms MOCIEAHETO WM3MEHEHUs 3ampoca. Ha
Bryazke [lepenucka oroopaxkaercs Bes nepenucka c oneparopom OuallEPT. Ber

MOKCTEC OTIIPABUTH OIICPATOPY COO6IJ_IeHI/Ie " BJIOXKUTH B COO6H_IGHI/I€‘ cbafm.

2.3 Paodota ¢ meH1o «brojuteTeHn»
st paboThl HEOOXOUMO BBIIOJTHUTE TIEPEXOJ] Ha BKIAAKY «broyeTeHm.

B otkpsiBiieiics ¢opme otoOpasutcs coaepkumoe OroyuteteHer (Pucynok 10).
JleranpHOe omucaHue OFOJUIETEHS MPUBEICHO B TPaBOM YacTH dKpaHHO# ¢opmbl (Pucynok 10),

CKavaTh OIOJUIETEHh MOXKHO IO CCBIIKE, MPUBEIEHHON B OMMCAHNH OIOJUICTCHS
Wudpopmarius no OrojuieTeHsIM BKIIOYAET:
- naTy onyOJIMKOBaHUs OIOJUIETEHS;
- uneHtudukarop;
—  3aroJIoBOK;

— KpaTKo€ OIIMCAaHHC.



OUHLIEPT

Bionnetenn

Buepa, 16:49

7 aerycra, 15:58
2 aprycra, 16:43
31 wions, 16:45

29 uronr, 16:55

26 wions, 15:36

25 urons, 13:28

25 urons, 12:38

19 wionn, 14:56

19 wions, 12:45

16 wrons, 16:14

15 wions, 16:43

15wons, 14:19

12 wions, 19:43

12 wrong, 16:40

12 wions, 14:04

12 wions, 12:41

11 wrons, 15:00

+ 3anpocbi bionnerenu

FinCERT-20190808-01-ALERT
FinCERT-20190807-01-ALERT
FinCERT-20190802-MP
FinCERT-20190731-01-ALERT
FinCERT-20190729-01-ALERT
FinCERT-20190726-MP
FinCERT-20190725-01-ALERT-U...
FinCERT-20190725-01
FinCERT-20190719-01-ALERT
FinCERT-20190719-UP
FinCERT-20190716-01-ALERT
FinCERT-20190715-02-ALERT
FinCERT-20190715-01-ALERT
FinCERT-20190712
FinCERT-20190712-01-ALERT
FinCERT-20190712-HKLIKK
FinCERT-20190711-UP
FinCERT-20190711-01-ALERT

Pucynok 10 — Uudopmanust no 010/1j1eTeHAM

® Bawa opraHus:
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3aperucTpupoBaTh 3anpoc

FinCERT-20190808-01-ALERT
FinCERT-20190807-01-ALERT
FinCERT-20190802-MP
FinCERT-20190731-01-ALERT
FinCERT-20190729-01-ALERT
FinCERT-20190726-UP
FinCERT-20190725-01-ALERT-UPD
FinCERT-20190725-01
FinCERT-20190719-01-ALERT
FinCERT-20190719-UP
FinCERT-20190716-01-ALERT
FinCERT-20190715-02-ALERT
FinCERT-20190715-01-ALERT
FinCERT-20190712-INFO
FinCERT-20190712-01-ALERT
FinCERT-20190712-HKLIKW
FinCERT-20190711-UP
FinCERT-20190711-01-ALERT

3adukcnposaHa KamnaHus pacnpocTpakeria BI1O
3aduKcHPOBaHa KaMNaHKA PacnpocTpaHeHia BIO.

ExerefensHan uHopMaLMoHHas Paccainka

BadukenposaHa kamnadus pacnpocTpaderns BMO..

3adukcHposaHa KaMnaHuA pacnpocTpakeria B0

ExenegencHan nagopmaunoHHan paccoinka

B Gronnetene FinCERT-20190725-01 gonywiens HeT...

Coofiyaem, uTo 23QUKCHPOBaH DaKT PACCHINKYK 3ar..

b poBaHa p

ExenegencHan P opmMaunoHHan pacceinka
3adukcnposaHa KamnaHus pacnpocTpakeria BI1O

3aduKcHPOBaHa KaMNaHKA PacnpocTpaHeHia BIO.

3aducnpoBaHa KaMNaHWA PACTIPOCTPAHEHWA MaA..

Wrdopmupyem Bac ¢ nposegeHum paboT no o6HoE...

3adukcHposaHa KaMnaHuA pacnpocTpakeria B0

Do6peii aets! Boicoinaem nHdopmaumnotHbie Gon...

ExeregenoHan MHBOPMALIMOHHER DACCHINKE

BadukcnposaHa KamnaHus pacnpocTpakeHus BIO..

Ak e e e Y

HeKnaccubu...

FinCERT-20190711-UP

FinCERT-20190711-1P

ExeHenenbHan mHbopMaumorHas
pacceinka

FinCERT-20190711-WPpdf

Jlist morcka OroyeTeHel HeoOX0IMMO BHECTH TEKCT B MOJIE MOUCKA (KaK
MoKa3zaHo Ha pucyHke 11), mouck nmpousBoautcs mo nojsM: 1D, 3aronoBok,
omnucaHue u Gaiibl

@ FinCert | Kabuner Yuactrvea X  +

<« C
GuHLEPT

BronneteHn

12 wions, 12:41

& Ik fincert.cbr.ru/bulletins?bulletinld =86db52ee-c3ed-4191-84cc-8f9d0b86babd &searchQuery=FinCERT-20190711-MP

+ 3anpocbi Bionnetenu

FinCERT-20190711-UP

® Bawa opranuzauma

3aperucTpupoBaTh 3anpoc

FinCERT-20190711-UP

| @ FinCERT20190711-4F]

EwerefensHan MHopMaLMOHHES Pacchinka

Pucynok 11 — Ilouck 6ros1s1eTeHei

or B Q W

FinCERT-20190711-UP

FinCERT-20190711-UP

FinCERT-20190711-UP

ExeHefenbHan MHHOPMaUMOHHaA
pacceouika

inCERT-20190711-MPpdf

38

238
Wsanos Vsan
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2.4 Pabota c meHI0 «Bama opranusanus»

st paGoThl HEOOXOAMMO BBIMOJTHHUTH IEPEXOA HAa BKIANKy «Bamma opranuzanus»

(Pucynoxk 12).

Pabouas obnacTh cTpanuiibl Baia opranu3zanus COAepKUT CIEAYIOIYI0 HHPOpMAIIIO 00

OpraHu3aluu:
- Ha3BaHue — KpaTkoe Ha3BaHUE OpraHU3alNH;
- IlonHoe Ha3BaHHME — MOJHOE HA3BAHHUE OPraHU3aLUU;
- @opmMa rop. IuIa;
- bpenng — Ha3BaHue, O] KOTOPBIM TaKK€ U3BECTHA OPraHU3aLIMs;

- Slmumk BXOZsIIEH MOYTHI — apec, Ha KOTOPBIN MOCTYNAIOT PACCHUTKU OI0JUIETeHEH,
YBEIOMJICHHSI O ITyOiHMKanuu OroJuieTeHe, perucrpanuu 3anpocoB B GunllEPT,
HOBBIX COOOIIEHUI B 3ampocax, U3MEHEHHs CTAaTyCOB 3alpOCOB, orepaunusix 6e3
cornacuss M T.I. SMUK BXOIALIEH IOYTHI MCIOIB3YETCA 0 YMOJIYAHUIO IS

paccbuiku yBegomiieHuid ot @uHl{EPT.

- [I'pynnoBbie MmOYTOBBIE SAIMMKM — aapeca, Ha KOTOpblE IMOCTynarT Paccbuikm

MH(OPMAIMOHHBIX OIOJUIETECHEH.

- PerucrpalluoHHBIII HOMEpP — HOMEp OpPraHM3alMd BO BCEPOCCHUICKOM pPEECTpe

KPEIUTHBIX OpraHu3anui;
- Twun opranusanuu;
- Texuuueckoe oOeCIIeUCHHE;
- PexBU3UTHI.

Brnanka «Ilonp3oBarenny» coAepKUT TaOJUIly MoOJb30BaTenei ydacTHuka. OCHOBHBIC
napaMeTpbl YYacTHMKOB pachpefiefieHbl Mo croyidnam Tabiuibl. Bbl Moxere mpocMoTpeTh
MOJHYI0 WHGOPMAIMI0O O TONB30BaTeNe IO CCBhUIKE C JIOTHHOM IMOJNb30BaTeNls B CTONOLE

ITonb3oBarens.
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®OUHLIEPT = 3anpocki  Bionnietern @ Baiwa opraHisaus 3aperncTpupoBaTh 3aNPac.. &2 =emoep v
Bawa opraHusaLus # CooBWHTL 06 M3MEHEHMAX OTBeTcTBEHHbIE NMUA Wecnoneayemoe MNO
HassaHue bank OTeetcTEeHHOE NMLO Norun an.noyta Oo... Mp..
Monkoe HaseaHne *** AQ "BAHK" user2 user2 userz iser2@bank.ru user2@bank.ru I MNo...
HenyBnuyHble akynoHepHbie obuiecTaa user2408 user2408 .. user2408@bank.ru user2408@bank.ru user Mo..
test2408 test24081t.. test2408@bank.ru test2408@bank.ru test..  Ap..
pupkin pup pup pup@bank.r pup@bank.ru oup  MNo...
BperA bank *+*Kpyrnos k k kruglov@bank.ru kruglov@bank.ru Me MNo..
pynnoebie all@bank.ru ***+CUAOPOB C C ! bank.ru sidorov@bank.ru H MNo..
L Bble KW
**leTpoB p p petrov@bank.r petrov@bank.ru an Ag..
in@bank.ru
1t
\peHTudMKaTOp 1234
opraHuaaLmu
un opravMzauui  (NBO) YHacTHUK MHpOPMaLMOHHOro oBMeHa,
HeGaHKOBCKan KpeaMTHas opraHn3auns
laeHTud
KA
OnepaTopkl cBA3W  Poctenekom (IP-agpecos: 1)

Pucynok 12 — Menio «Bama opranusamnusi»

Bxuagka Mcnonb3yemoe [10 conepxkut Tabiuiy mporpaMMHOI0 00ecrieyeH s y9acTHHUKA.

Br1 moxkeTte OTHPABUTD 3aITPpOC HA USMCHCHUC NAHHBIX OPraHU3aInH. HHS[ 9TOI'0 HAXKMUTC
KHOIIKY <<COO6IIII/ITI) 00 H3MCHEHHUSX...» W H3MCHHTE COOTBCTCTBYIOIIHUE CBCACHHA O Ballei

opranu3anuu (Pucynok 13).

3J"IEKTDOHHaF| dJopma V4aCTHUKa X
MapameTpbl y4acTHUKa OTBeTCTBEHHbIe NULa Menonbayemoe MNO
a
HasBaHue | bank
Heo6azatenbHo
MonHoe Ha3BaHue wx AO "BAHK"
OpraHvsaunoHHo-NpaBoBas Heny6nunyHble akUMOHEpPHble obLwecTBa v
dopma opraH1saLmm
(OKOoM®d)
BpeHp bank
Heo6ssatenbHo KpaTkoe HazBaHuWe, NojJl KOTOPbLIM TakKe U3BeCTHa
KOMMNaHWA.
Hanpumep, ana Beimnenkom — bunaiH
IpynnoBble NOYTOBbIE ALLMKK all@bank.ru x
06wuit agpec Mb-oTaena yyacTHUKa ANA paccblikv YBeLOMIIEHWIA U GlonneTeHen
AWMK BXOASALLEN NOYTbI in@bank.ru
-
CoxpaHuTb loToBO

Pucynok 13 — DiekTponHasi popMa yyacTHHKA
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2.5 Menw «3aperucTpupoBaTh 3anpoc o...»

ACOU DunlIEPT obGecnieunBaer oOMeH mHpopmanueit mexay LleHTpaibHbIM OaHKOM
Poccuiickoit ®eneparu u YyacTHHKaMH uepe3 cooOmeHus. [Ipy mocTymiieHHH NepBOTro
COOOIIeHUsT OT Y4YacTHHKA 4epe3 JMuuHblii kabuner YuactHuka @uallEPT dbopmupyer 3ampoc.
Bce nocnenyroniye cooOrieHus, CBSI3aHHbIE C UCXOAHBIM, aBTOMAaTHYECKU MOMAAI0T B 3TOT JKe

3ampoc. CooOIieHust B 3aIIpoce MOTYT COJIEPXKATh BIOKEHUS PA3HBIX THIIOB:
- (aisibl, HaTIPUMEp, CKPHHIIIOTHI,
~  3JIEKTPOHHYIO (POPMY MHIIHJICHTA;
—  DIIEKTPOHHYIO (OPMY YTPO3BI;
—  JJEKTPOHHYIO (POPMY YS3BHMOCTH;
—  3JEKTPOHHYIO (popMy IMyOIHKaAIHH;
—  JJEKTPOHHYIO (OPMY YUaCTHHUKA.

Crmcok 3aIIpoCoB 0T06pa>KaeTc;1 Ha CTpaHULC «3anpocm». Bce nonw3oBarenn YuacTHUKA

MOTYT POCMAaTPUBATh BCE 3aIIPOCHI U COOOIEHUS B HUX.
s yno6ersa noucka 3amnpocoB B ACOU @unllEPT npexycmoTpeHo nosie moucka.

Jns paboTel HEOOXOIMMO BBIMOJHUTH NEPEXOJ Ha BKIAAKY «3aperucTpupoBaTh

3ampoc...» (Pucynok 14).

Q)HHLlEPT = 3anpocbl BtonnereHn © Bawa opraHusauus 3aperucTpupoBaTh 3anpoc.. ‘2 ***leTpoB p v

HoBblA MHUMAEGHT

Ne3yemoe MO

Bawa opraHusauus # CoobuTb 06 nsMeHeHHAX M3meHeHWe B KapTouKe yyacTHUKa
bank Yrpose 3n.noyta Do... Mp.
*+* AQ "BAHK" SLEEN R user2@bank.ru MNo.
~ NyBnukauum
Heny6nu4Hble akuMoHepHble oblecTea user2408@bank.ru Mo...
Apyroe
S o test2408@bank.ru Ap,..
pupkin pup pup pup@bank.ru Mo..
bank e pyrnos k k kruglov@bank.ru Mo...
all@bank.ru ***CUA0POB C C sidorov@bank.ru Mo.
**[eTpoe p p petrov@bank.ru Ap,..
in@bank.ru

1234

(NBO) YuacTHMK uHopMaLMOHHOro obmMeHa,
HebaHKOBCKanA KpeWTHas opraHusaLus

Poctenekom (IP-appecos: 1)

Pucynok 14 — MeH10 «3aperucTpupoBaTh 3anpoc...»
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JIOCTYIIHBI CIIEAYIONIME KaTETOPHHU 3aIIPOCOB:

«HOBBIM MHIUACHTY;

- «HM3MeHeHne B KapTOUKE YUYACTHUKAY;
- «¥Yrpose»;

- «YSI3BUMOCTIY,

- «[lyOnmukamumny;,

- «pyroe».

2.5.1 Co3aanue 3anpoca 00 MHIIUEHTE

B panHOM mnyHKTE MpHBEAECHA TMpoIeaypa pEerucTpanuu 3ampoca 00 HWHIMACHTE.

JletanpHOE OMHCaHUE SJIEKTPOHHON (HOPMBI MHIMICHTA TPUBEICHO B 11. 2.5.8.
s peructpaiuu 3amnpoca 00 HHIIUIEHTE:!

- B ryiaBHOM MEHIO HQ)XMMTE KHOIIKY «3aperucTpUpoBaTh 3alpoc...» U BbIOepUTe
nyHKT «HoBslit nHnuaen (Pucynok 14). Otkpoetcst okHO «DneKTpoHHast hopma

uHnuaenta» (Pucynok 15).

dneKTpoHHasA popMa MHUMAEHTA

06ue cBefleHus
06l Me cBeieHNa
BexkTop uHumMaeHTa - EXT
n
PUHATBIE MEpb Tpebyetcs He TpebyeTcs
Onepauwmu Ges cornacus
BnoxeHun

Mrorn

Twn MHUMaEeHTa —
vulnerabilities

0.0.0.0
Nob6aBuThb

MoATBEPXAEHWE

BHelwHwWit BekTop (EXT), SkcnnyaTauus ya3BUMOCTER UHDO. ..

Pucynok 15 - Co3nanne 3anpoca 00 HHIHMIEHTe
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- B otkpeiBiieiics Gpopme HeoOxoauMo 3amoiaHUTH (BkIaaka «OOIue CBEACHHS

(Pucynox 15)):

- Ilomours @uHIIEPT. Vkaxure, TpeOyeTcs i1 KOHCYIbTALUS WIHA MIOMOILb CO

croponsl @uHLIEPT. Ilone 00s3aTenbHO 11 3aMIOTHEHHUS.

- Onwucanue MHIUACHTA. YKaXHUTE, YTO MPOU30IILIO, KOT/Ia U C TOMOIIBI0 KaKUX
CPEICTB BBl 3TO OOHAPYKUIIM, KaKHe Mepbl ObUTH MPUHATHl YUYaCTHUKOM IS
JOKAJIM3AalMK  TOCIEACTBUM HHUUICHTa W TMPEJOTBPAIICHUS MOJ0OHBIX

UHIMICHTOB B JaJibHeNeM. [1ojie 00s3aTenbH0 A1 3all0JTHEHUS.

- B packpsiBaronemMcs cnucke Tun mHumMaenTa spioepure Tum nHpaeHTa. [lome

o0s13atenbHO s 3anonHenus. (Pucynok 16, Pucynok 17);

C BekTOpOoM EXT — HanpaBneHo Ha BalUMX K/IMEHTOB
Mcnonb3oBaHWe BPeLOHOCHOIO NMPOrpaMMHOro obecrneveHus ...
Micnonb3oBaHve MeTOROB coLManbHON MHXeHepum (socialEng...
SKcnnayaTauns ya3sBMMocTern UHQOPMaLNOHHOW MH(PACTPYKT...
Peanusauua cnam paccbiniku (spams)

B3aamMmopgencTBUe C LieHTpaMu «b6oT-HeT» ceTein (controlCenters)

N3ameHeHua IMSI Ha SIM-kapTe, cmeHa IMEI TenedoHa (sim) -

Pucynok 16 — Tunbl HHIIUAEHTOB ¢ BekTOpoM EXT

F

C BekTopoM INT — HanpaBneHo Ha Bawy MHPPaCTPYKTYpY

N3ameHeHVe MapLupyTHO-aapecHon nHdopmauum (trafficHijack...
Mcrnonb3oBaHWe BPeJOHOCHOIO NPOrPaMMHOro obecneveHus ...
Peanusauus ataku Tna «oTka3s B obcnyxvBaHum» (ddosAttac...
Peanusauus HecaHKLMOHWPOBAHHOMO AOCTyna K 6aHKoMaTaMm...
SkennyaTauus yassumMmocTern UHOOopPMaLUOHHOW MHPaACTPYKT...

KoMnpomeHTauusa ayTeHTUOUKALMOHHDBIX/Y4YeTHbIX faHHbIX (b...

Pucynok 17 — Tunbl HHIIUAEHTOB ¢ BeKTOpoM INT
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OOnapyxxeH. YKaxuTe JaTy M BpeMs oOOHapyXeHus uWHIUAeHTa. [lata
ykazpiBaeTcsi B ¢opmare JJI.MM.ITTT. Bpems ykaswiBaeTcsi B dopmare

YY:MM. ITone o0s13aTeIbHO A1 3aII0IHEHUS.

@enepanbHblii  OKpyr. I3 BBINANalOMIEro CIHUCKAa BBIOEPUTE 3HAYECHUE
(benepanbHBIi OKpyra, Ha TEPPUTOPUM KOTOPOTO IPOM3OLIEN WHIHMICHT. B
Cllydae BBISBJICHMS MHLIUJCHTA, CBA3AHHOIO C TPAHCTPAaHUYHBIM I1EPEBOIOM
JCHEKHBIX CPEICTB, MECTO BBIABJICHUSA WHUUICHTA HE yKasbplBaerca. Ecnm

MHIMJICHT MIPOU301IeI He Ha TeppuTopun PO, BeiOepute myHKT «J{pyroi».

CyObexT (enepannu. M3 BeImagaromero cniucka BpIOeprUTe 3HaYCHHE CyOBEKTa

denepanuu, Ha TEPPUTOPUU KOTOPOTO MIPOU3OIIET HHIIUICHT.

Hacenennslit ITYHKT. Vkaxure ropoa uin WHOMW HaceJICHHBIN IIYHKT, B KOTOpOM

IMPpOU30IC]T MHOUACHT.

[lonpaznenenue. Ykaxure, aTaKkyeMoe CTPYKTypHOE (OpraHM3al[MOHHOE)
nozapaszaenenue. Hampumep: nenmapraMeHT HMH(OPMALMOHHBIX TEXHOJIOTHMA.

[Tone o0s3aTenBHO JJIA 3allOJTHCHU .

TexHudeckoe CpeiACcTBO. YKaXuTe, TEXHMUECKOE CPEACTBO, TAe ObLI

3adukcupoBaH UHIMAEHT. [loje 00s13aTenbHO A1 3al10JIHEHUS.

ATtakoBaHHble cepBUCHl. Haxmure kHoOnky «/loGaButh cepBuc». B
oTkpsiBIIeMcs okHe (Pucynok 18) BeiGepute Tum cepBuca U 3al0IHUTE MOJIE

Omnucanue cepBuca.
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,D,O6aBJ'IeHVIe aTaKOBaHHOro cepeuca

(RBS) Cucrema B0

CoxpaHuTb OTmeHa

PucyHnok 18 — Jlo6aB/ieHHe aTAKOBAHHOTO CePBHCA

- OOpamienre B TMpaBOOXpaHUTEIbHBIE opraHbl. [lonme o0s3aTenbHO s
3aMoTHEeHUA. YKaXXHUTe eCTh JIM OOpallleHNe B IPaBOOXPaHUTEIbHBIE OpTaHbl. B

Clly4yae HAJIMYUH, 3aII0JHUTE TOJIS:
- IlopsiakoBelii HOMEp B KHUTE Y4eTa COOOIEHUH O MPECTYIUICHUSX.
- PerucrpannonHslii HOMEp TAJIOHA-YBEAOMIICHUS.
- /Jlata u Bpems IpUHATUSA 3asBICHU.

— HaXXMHUTC KHOIIKY ((HpO,Z[OJ'I)KI/ITB)).

- Ilocne BwiOOpa (M3 BCIUIBIBAIONIETO MEHIO) THIA WHIMJACHTA TOSBSITCS
JIOTIOJTHATEIbHBIC TPYIIBI JAHHBIX, KOTOPBIE TaK e HEOOXOJMMO 3aIlOJIHUTH

(Pucynok 19). ITogpoOHoe onucaHue MOJICH IS 3aMI0JTHEHUS TpUBeeHO B 2.5.8
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3nekTpoHHas dopMa UHUUAEHTA X

Obune ceeeHNUA

BekTop uHUMAeHTa - EXT BeKTop MHUUAEHTa — EXT

MpUHATLIE MepbI Tun uHUMaeHTa

Onepauwmu 6e3 cornacus A
BnoxeHnun

O6HapyxeHo
WToru

Tun MHUMaEeHTa —

vulnerabilities CobbiTus

0.0.0.0 + [o6aenTb cobbiTHe
Ho6aBuTb

MogTBEp¥aeHne

Hazap CoxpaHuTb

Pucynok 19 - 3ano/iHeHne 10NOJHUTEIbLHBIX NAPAMETPOB 00 HHIM/IEHTE

- Orxkpoiite Briaaky «[Ipunsateie Mepbi». B oTkpbiBmiemcs okHe (Pucynok 20)

OTUILIUTE MPUHATHIE MEPHI, HAKMUTE KHOMKY «J{00aBUTHY.
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AnekTpoHHas dopma UHLUMAEHTA

O6ume ceBeeHnA
ﬂpHHﬂTbIe Mepbl
BexTop uHuMaeHTa - EXT
MpUHATbIE Mepbl
Onepauwnu Ges cornacus
BnoxeHwns

WToru

Tun nHUMaeHTa —
vulnerabilities

0.0.0.0
[o6aeuTb

MopTeBepaeHue

Hazapg

Pucynok 20 — Onncanue NpuHATBIX Mep

Ortkpotite Bkinaaky «Onepanuu 6e3 cornacus» B otkpeiBiieiica opme (Pucynox
21) HeoOxomuMO HaxaTh KHOTKY «+J00aBuTh omepanmio». BBox mHpopmanmuu
IPOU3BOIUTH B COOTBETCTBHUM C JOKYMEHTOM
ITpototuna AC «®un-AHTudpoa», pa3MeieHHbIM Ha HHPOPMALIMOHHOM IIOpTaje

ACOU ®unllEPT (https://portal.fincert.cbr.ru) 8 pasnene «ACOU ®unllEPT

(Hoxymenrtanus u [10 YuactHuKa)»

CoxpaHuTb

MpogomxuTL

«PykoBozcTBO  YuacTHHKa
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AneKTpoHHasa popMa MHUMAEHTA X

06une ceefeHNUnA
Onepauuu 6e3 cornacusn
BekTop mHUMaeHTa - EXT

MpuHATEIE Mepbl + [ob6aeuTb onepauuio
Onepauuun 6e3 cornacus
BnoxeHua

WTorm

Twun MHUMAeHTa —
vulnerabilities

0.0.0.0
[o6aBnTb

MopTBEp¥AeHWe

Hazap CoxpaHuTb

Pucynok 21 — Onncanue onepauuii 6e3 corsacusi

- Orkpoiite  Bkianky «Bnoxenus». B otkpsiBiieiics ¢opme (Pucynok 22)
HE00X0AMMO BBIOpaATh (aiii A 3arpy3Kd, HaKaTh KHOIKY B JMAJOTOBOM OKHE
«OTKpBITHY, TMOO0 meperanmTh (aiil B yKa3aHHOE MECTO M HaXaTh KHOIKY

«ITpo1OKUTEY.
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AnekTpoHHasa Gpopma MHUUAEHTa X

Obwwme cBegeHUs
BekTop nHUMaeHTa - EXT
MNMpPWUHATLIE Mepbl
Onepauuu 6e3 cornacus
Bnoxenna

Wtorm

Tun MHUMAeHTa —
vulnerabilities

0.0.0.0
[o6asutb

MoATEEpXAEHWE

Hazap

BnoxeHus

{3 MepetawwmTe crofa haitnbl nm BbiGepnTe

CoxpaHuTb MNMpogomkuTb

PI/IcyHOK 22 — ﬂOﬁaBHeHI/Ie BJIOKCHHUSA K OITMCAHUIO HHIIMJICHTA

- Jlanee otkpoercs Bkiagka «Urorm». B ortkpeiBmieiics ¢opme (Pucynok 23)

HeO6XOI[I/IMO 3aIllOJIHUTD ITOJIA:

- Ymep6 ot unnmaeHTa. OnepaoHHbIE PacXO/Ibl.

- VYmep6 ot wuHnumenta. OTHOCHUTENbHBIM MacmTad. Beibepute wu3

BBITIA/IAOIIETO CIUCKa OAHO W3 3HaueHuit: (MOD) YMepeHHoe BIusHUE,

(ESS) Cymiecteennoe Biusinue, (CRIT) Kpurnueckoe BrusiHue.

— Curnatyps! atraku. CpecTBO 0OHAPYKEHUS.

— Curnatypsl ataku. neHTudukaTop CUrHaTyphl.

— Curnatypsl atakd. MICTOYHUK MOTy4eHUs.

— Curnatypsl ataku. Yucno cpabaTbIBaHUA.
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- SNORT-mpaBmiio oOHapykeHUsS aTak. B OTKpBIBIIEMCS OKHE YKaXHUTE

SNORT-npaBwuiio.
- HWrorossliif oTuéT. JlaTa 3aKphITUA UHIIUACHTA. Y KQXKUTE JaTy.

- HWroroBsiii otuér. Boccranomnenue QyHKuuoHupoBaHus. Bribepure u3
BBIMIQ/IafomIero cnucka onxuo w3 3HaueHwid: (Full) Boccranosneno

nonHocThio, (Not Full) BoccTanoBineHO YaCcTHYHO.
— MHWrorossiii oTuér. Onucanue.
— HWrorossiii 0T4€T. [IpUYMHBI BOSHUKHOBEHUS.

- HWrorossiii oT4€T. [IpUHATEIE MEPBL.

AnekTpoHHasa popMa MHUUAEHTa

O6wne ceegeHus
Utoru
BekTop uHuMaeHTa - EXT
Yuwiep6 oT MHUMAEHTa
MpWHATbIE Mepbl
Onepayuu 6e3 cornacus
BnoxeHua

UToru

Tun MHUMAEHTa —
vulnerabilities

0.0.0.0

[o6aeuTb

MoaTBepXaeHUe CUrHaTypbl aTaku

Hasap CoxpaHuTb

Pucynok 23 — Onucanue UHTOroB B 3anpoce 00 HHIIHIEHTe

Ilocne 3anmoaHEHNS HAXKMUTE KHOIIKY ((HpOI[OJ'DKI/ITL».

Hanee otkpoercs Bkinagka «[loarsepxxaenue». B otkpsiBiieiics popme (Pucynok
24) HeoOX0oAMMO MPOBEPUTH BBEAEHHYI0 MH(POPMAINIO 00 MHIIMICHTE U HaXKaTh

KHOMIKY «Jl00aBUTH K 3anpocy» uin «COXpaHUThY.



29

3neKTpoHHasA popMa MHUUAEHTA X

O6LMe cBeeHns

Bexrop MHuAgenTa - EXT MoaTBepXaeHue UHUUAEHTa

MpuUHATbIE MepbI MecTo UHUMAEeHTa

Onepauwmu 6e3 cornacus HEAEPANbHBIN
BnosxeHua

ATorm pepepa

Tun MHUMAeHTa —
vulnerabilities

0.0.0.0
NobaeuTb

MopaTeepxaeHue T N 5_-—

BekTop BHelwHWiA BekTOp

Pucynok 24 — IoaTBep:kaeHune nHGopMaun 00 HHIIUAEHTE

- B cjrydace HCO6XOI[I/IMOCTI/I KOPPEKTHUPOBKU BBE€JEHHBIX JTaHHBIX HeO6XOI[I/IMO

HaXaTb KHOIIKY «Hazam» 1 BBIMOIHUTH KOPPECKTUPOBKY I/IH(l)OpMaI_II/II/I COTr1aCHO

n.2u3.

2.5.2 Co3nanue 3anpoca 00 HHIUJAEHTE C HCIO0JIb30BAHUE FOTOBBIX
kapToudek B popmatax JSON 1iis peructpanuu 3anpoca 06 MHIIUAEHTE:
- W3 cnucka (Pucynok 14) BeiOepute myHKT MeHIO «/[pyroe».

- B nosBuBmieMcs okHe HaxxMuTe «BrokeHus» — «/lo6aButb»— «®Daitn». (Pucynox

25).

- Jlanee Haxmure «BpiOepute» (mam mneperamure (Qaiti ¢ 3amoJHEHHBIM

uHIEaeHTOM B popmare JSON).



30

tul_usi

[No6aBuTb v

MNepeTawmre unu BsibepuTte

Pucynok 25 — BbIOop BJ10KeHHS K 3a1IpOCy

- B otkpriBIIeMCcs OKHE BbIOepUTE (aiisl u HaxkMuTe KHONIKY «OTKpBITHY (PrcyHnox

» ACOW @wALLEPT » 20180325192333 » samples » json - | g | | Mouck: json Do |
== w E] .@.
ran : [ara nzmeHeHna Tun Pazmep
|Z| EXT_501Ljson 04.03.2018 22:22 Daiin "JSON" 2KB
|2 INT_DOS,json 04,03.2018 2150 Daiin "JSON" 2KB
| 2] INT_MLW.json 04.03.2018 22:17 Daiin "JSON" 3KB
|Z| INT_OTH.json 04.03.2018 21:47 Daiin "JSON" 1KB
|Z] INT_SOLjson 04.03.2018 20:38 Daiin "JSON" 1KB
- [Bce daiine ']
[ OTepbITE |vl [ OTmena ]

Pucynok 26 — BbIGop 3ano/iHeHHOI KapTOYKH HHIHAeHTa B popmaTte JSON

- TIlocne BbiOOpa aiina B OTKpBHIBIIEMCS OKHE TMOSBUTCS HWHpoOpManus o

NPUKPEIUIEHHOM K 3JIEKTpOHHOU (popme daiine (PucyHok 27).
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tul_us1

0638

BnekTpoHHan hopma
HHUWAEHTa

Pucynok 27 — Kaprouka unuuaenta B ¢popmare JSON, npukpensieHHasi K 3apocy

B ¢dopme 3ampoca MOxHO HaxaThb Ha MaHeNb «JJEKTpPOHHAas (opMa WHIUACHTA» U
MPOCMOTPETh COJCPKAHME KApPTOUKM HMHIHUICHTAa M MpHIOKEeHHOro (aiima B dopmare JSON

(Pucynox 28).



32

OnekTpoHHaa dopma uHumgenTa (v.1) v

06Lwme cBeeHnd
OnucaHue

BekTop uHumMgeHTa — EXT
MpuHATEIE Mepbl
BrnoxeHuna

Wtorn

Tun nHUMpeHTa

0.0.0.0

BnusHue n cnocob
3apaxxeHus

O6pasLbl BpefOHOCHOIO
rno

BPe,qOHOCHbIe nncbma

MHovkaTopsbl
KOMMpoMeTaLum

O6Lire cBeeHus

Momoub

Twun nHUMOeHTa

O6Hapy»XeHue

BbiaBneH y
y4YacTHUKa

3aperucTpupoBaH

MN3meHeH

+ 3anpoLlueHa

Vcnonb3oBaHWe BPEAOHOCHOIO MPOrpaMMHOro
obecneuyeHna (malware), BHeluHwWit BekTOp (EXT)

30 nrong, 10:06

31 aBrycrta, 17:36

0 cekyHA Hasafg

Feorpad)ul-lecxoe MecTononoXeHne HUMngeHTa

QdefepanbHbIi
OKpyr

CybbekT
dbenepavyum

HaceneHHbIN
NYHKT

LleHTpanbHbIA dhefepanbHbI OKpyr

Kypckas obnacTb

MockBa

OnekTpoHHas popMa MHUmMgeHTa (v.1) v

06wume ceegeHUs
OnwncaHwe

BekTop nHUMaeHTa — EXT
MpUHATBLIE Mepbl
BrnoxeHus

Mtoru

Tun nHUMAeHTa
0.0.0.0

BnusHue u criocob
3apa)eHus

06pasLbl BpEAOHOCHOMO
Mo

Bpe,D,OHOCHbIe nucbmMa

MHaukaTopsbl
KoMrpoMeTaLuun

06w me cBegeHnn

MomoLb

Tun MHUMAEHTa

O6Hapy»XeHue

BbisBneH y
y4YacTHUKa

3aperucTpupoBaH

M3ameHeH

+ 3anpolleHa

Mcronb3oBaHue BpefoHOCHOMO MPOrPaMMHOrO
obecneyeHns (malware), BHelwHuit BekTop (EXT)

30 vrong, 10:06

31 aBrycTa, 17:36

0 cekyH Hazag

Feorpaq:muecxoe MecTononoXeHe MHUWOeHTa

(depepanbHbIit
oKpyr

CybbekT
denepaumm

HaceneHHbIn
MYHKT

LleHTpanbHbIW pefepanbHbIA OKpyr

Kypckas obnacTs

MockBa
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Pucynok 28 — IlpocMoTp coep:kaHusi HHIUAEHTA U3 KapTO4KHu B ¢popmate JSSON

- Jlna 3aBepmieHus co3manus 3ampoca W ornpaBku ero OuHlIEPT Heobxomumo
3anonHuTh mnone «Tema» U 100aBUTH OMUCAHHE, MOCIE YEro HaxaTrb KHOIKY

«Cosnath 3anpocy» (Pucynok 29).

INT_MLW

tul_usl

BupycHoe sapasering
DNo6asuts v

InexTpoHHas dopmMa
WHUWOeHTa

Pucynok 29 — Co3nanmne 3anpoca B ®unllEPT

2.5.3 Co3aanue 3anpoca 00 I3MEHEHHH KAPTOYKHU YYACTHUKA

Jliis peructpanuu 3anpoca 00 U3MEHEHUU B KApTOUYKE Y4aCTHHKA HEOOXOAUMO:

- U3 cnucka (Pucynokx 14) BbIOparh NyHKT MeHIO «lI3MeHEHMM B KapTOuKe

Y4aCTHUKa».

- B otkpeiBieiics popme (Pucynok 30) BHeCHTe H3MEHEHUS B HEOOXOIUMBIX TOJIAX

Y HOKMUTE KHOMNKY «['0TOBO».
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OneKTpPoHHas dopMa y4acTHUKa X

MapameTpbl y4acTHMKa OTBETCTBEHHbIE NMLUa Wcnonbayemoe MO

HasBaHue bank

Heo6szaTenbHo

MNonHoe HasBaHWe *x AQ "BAHK"
ODF&HM:&&HMOHHO'I’IDaBOBaQ Heny6nw4Hb|e aKUMOHepHble O6I.I.l,eCTBa v
dopma opraHusaLmm
(oKonN®)
BpeHp bank
Heo6sisatenbHo KpaTkoe HasBaHue, Nof KOTOpPbIM TaK)Xe U3BECTHa
KOMMaHus

Hanpumep, ana Boimnenkom — Bunaix

[pyrnnoBbie NoYToBbIE ALMKK all@bank.ru x

06wwuin agpec Mb-otaena yyacTHUKa AN PacCblIKM YBEAOMNEHWIA 1 6lonIeTeHen

ALK BXogsaLLen NoyTs! in@bank.ru

CoxpaHuTb lotoBo

Pucynok 30 — U3meHenne nugopmManuu 06 y4acTHUKE

- TIlepeiitu Ha Bkiaaky «OTtBercTBeHHBIC MuIa» (Pucynok 31).

3neKkTpoHHasA hopMa y4acTHUKaA x

MapameTpsbl yyacTHUKa OTBeTCcTBEHHbIE NUYa Wecnonbayemoe M0

+ [No6aBuTb..

OTseTcTBEHHOE NMLO LonmxHocTs An.nouta MNpasa poctyna
user2 user2 user2 user2 user2@bank.ru Monb3oeaTtens
user2408 user2408 use user user2408@bank.ru Mone3ogartens
test2408 test2408 test.. test2408 test2408@bank.ru AQMMHWCTpaTOp
pupkin pup pup pup pup@bank.ru Monb3osatens
*=*Kpyrnoe k k MeHegKep kruglov@bank.ru MonbsoBatens
***CugopoB c ¢ HayvanbHWK oTaena sidorov@bank.ru Nonb3oBatens
***[leTpoB p P apMuHncTpatop 6e3o0..  petrov@bank.ru AQMUHKCTpaTOp

CoxpaHuTb loToBo

Pucynok 31 — KoppexkTupoBka nojab3oBareJiei

- Z[J'IH ,[[O6aBJ'ICHI/ISI TIOJIB30BAaTCIIA H606XOI[I/IMO BBI6paTI> IIYHKT ((Z[O6aBI/ITB

MOJIb30BATEIS», 3AMOHUATE oISt hopMmbel (PucyHok 32):

- B nojs ®UO BBecTH haMUinio, UM U OTYECTBO IMOTH30BATEIIS;
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— B IIOJEC ((,HOJDKHOCTB» BBECTH Ha3BaHHE IO/DKHOCTH IIOJIb3oBatessd. Iloie

00s13aTeJIbHO JUIA 3a10JIHEHUS

- Ilone «Jloctyn B muuHbIi KaOuHeT». [Ipn HEOOXOAMMOCTH Cpa3y aKTUBHPYHTE

I10JIB30BATCIIA,

- Tlone «lIpaBa pmoctyma». Ilpm HeoOXOAMMOCTH JalTe TOJIH30OBATEIIO

paciiMpeHHble paBa AJIMUHUCTpATOpPA.

- B packpbiBatomemcsi cnucke «Kareropusi» BbiOepute kareroputo. Ilose

00s13aTENILHO IS 3aII0JIHEHUS,

- B noie «QOi. [louta» BBenuTe aapec 3JIeKTPOHHOM MOYTHI oJib3oBatess. [lose

00s13aTeJIbHO JUIA 3aI0JIHEHUS

- B mnomt «lopounckoit Ttenepon» u «MoOunbHBIA TenedOH» BBEAUTE

COOTBETCTBYIOIIME HOMepa TenedoHOB. [1osis 00g3aTenbHbl 115l 3a0HEHMUS.

Haxxmute KHOTIKY «I"OTOBOY JIsi COXpaHEHHUS N3MEHEHHOH (POPMBI M €€ OTIPaBKU
B @®uHLIEPT nmu6o kaonky «COXpaHUThY» ISl COXpaHEHUs! YepHOBHUKA (HOPMBI st

JaTbHEHIIIETO PEAaKTUPOBAHU.

[ob6aBneHne oTBETCTBEHHOIO iMLA

AKTUBMpPOBaH He akTnBMpoBaH

ApMUHKUCTpaTOp MonbsoBaTenb

KoHTaKTbl

loTtoBO

Pucynok 32 — Jlo6aBJjieHHe OTBETCBEHHHOT0 JINIIA



36

Jiis  penakTupoBaHUsT WHGOpPMAMKM O TOJIB30BATEIe HEOOXOAUMO BHIOpAThH

IIOJIB30BATECJIA U3 CIIMCKA U HAaXKaThb KHOIIKY «PCI[aKTI/IpOBaTB», 3aIlIOJIHUTH BCEC I10JIA

dhopmel (Pucynok 33) u HaxaTh KHONIKY «I OTOBOY.

PepakTupoBaHue OTBETCTBEHHOMo nuua

KoHTaKTbI

user2408 user2408

user

AKTMBMPOBaH He akTuBmpoBaH

AfMWHWCTpaTOp MonbsoBatens

Opyroe

user2408@bank.ru

55

user2408

Pucynok 33 — PenakTupoBaHue OTBETCBEHHHOI0 JINLA

Z[J'ISI 6J'IOKI/IpOBI(I/I IIOJIB30BaTCJIA HCO6XOI[I/IMO BBI6paTL IIOJIB30BATCIIA U3 CIIMCKa U

HaXkaTb KHOIKY «3a0JOKUPOBATHY.

Jnsa  u3meHeHus

«Ucnonbzyemoe I10» (Pucynok 34).

coctaBa Hucnoapzyemoro IIO mepeiinute Ha BKIAAKY
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OneKTpoHHasA hbopMa vyacTHUKaA

MapameTpbl y4acTH1Ka OTBETCTBEHHbIE NULla Wcnonbsyemoe MO

4 [No6aeutb MO...

Hassanwue Tun N0

no1 OnepaumnoHHas cuctema

CoxpaHuTb loTtoBO

Pucynok 34 — PegaktupoBanue ucnoJinzyemoro IO

HaxxmuTe KHONKY «J{o6aBuTh I10...». B okne BBenuTe Ha3Banue u Boidoepute Tun

[1O u Haxxmute kHONKY «CO03/1aTh»

OneKTpoHHas dopMa vHacTHUKaA

Ucnonbsyemoe MO

I'Iapameprl yyYacTHUKa OTBeTCTBEHHbIE LA
——————

< [o6asuts MO...

Hoeoe nporpammHoe o6ecneyerne

HasBanue | ABCT|

Tun MO ABC

CoxpaHuTb lotoBO

g ynanenus [1O BbpiOepuTe COOTBETCTBYIOIIMN IMYHKT M HaXMHTE KHOIKY

«Y mannuTby.
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st 3aBepieHus: co3gaHust 3arnpoca 00 H3MEHEHUH KapTOYKU Y YaCTHUKA U OTIIPABKHU €0
B OuHI[EPT HeoOxomuMo HaxxkaTh KHOINKY «['0TOBO». B OTKpBIBIIEMCS OKHE 3aIllOJIHUTE T10JIC
«Temay, mocie yero HeoOXOUMO HaxkaTh KHOIKY «Co3naTh 3ampocy. Ilocie moarBep:xkaeHus

n3meHennii B @unllEPT yka3annbie namMeHeHust OyayT BHECEHBI B KAPTOUKY Y YaCTHHUKA.

2.5.4 Co3nanue 3anmpoca 00 yrpose
Jist peructpanuu 3ampoca 06 yrpose:
- U3 cnucka (Pucynox 14) BeiGepute MyHKT MEHIO «YTPO3€EM.

- B otkpeiBieiics popme (Pucynok 35) 3anonnure nomus:

Ha BKJIAJKC <<O6H_[I/Ie CBCACHMU A 3aII0OJTHUTC I10JIA:

B mojie «Ha3zpaHnue» BBCAWUTC HA3BAHUC YI'PO3bI,

B mojne «®DenepanbHbIi OKPYr» W3 PaCKPBIBAIOLIETOCS CIIMCKA BHIOEPUTE

TpeOyeMoe 3HaYeHue;

- B mnone «CyOBekT denepanun» W3 PaCKPBIBAIOIIETOCS CIIMCKA BbIOEpUTE

TpeOyeMoe 3HaueHue;
- B noje «HaceneHnHbIit yHKT» BBeIUTE TpeOyeMoe 3HaUEHUE;
— B IIOJEC «}laTa BBIABJICHHA) YKAKUTC ATy BBIABJICHUSA YTI'PO3EI;
— B IIOJIE «ABTOp MyOJUKALMI YKQXHUTE aBTOPA, KOTOPbII 0OHAPYXUJT YTpo3y;
— B 1osie «Tun yrpo3s» U3 pacKpbIBAIOLIETOCS CIHCKa BHIOEPUTE THUIT YTPO3BI;

- B noie «OnucaHue» BBCAUTC OIMMCAHUC YT'PO3EI;
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OneKTpoHHas bopMa Vrpo3bl

06wwme ceegeHus

OBHapy>KeHWe U ycTpaHeH e

Pucynoxk 35 — Jlo6aBJieHue 001MX cBe/ieHUii 00 yrpose

- Haxwmure kHonky «[Ipogomkutey. OTKpoercs cneayromias Bkianka (PucyHok 36)

B 3aBUCHMOCTH OT THUIIA YTPO3bl UMEIOIAsl PA3HBIA COCTAB TOJICH

Bpenonocnoe mporpammuoe obOecneuenue. B mone «OOHapyxuBaeTcs
AHTUBUPYCHBIMU PCIICHUAMMW)> BBCAUTEC HA3BAHUS aHTUBHUPYCHBIX CPCICTB,
KOTOPBIMH MOKHO OOHapykuTh BpenonocHoe [10. B nmone «MHaukaropbl
KOMITpOMETAIlMU» BBEAUTE HWHAMKATOPHl KOMIpPOMETAMH B Qopmarte

OpenlOC, Yara, XML u Tak nanee.

Okcmtyarauus ysa3BuMocTd. B mone «MneHTuhUKaToOphl ysS3BUMOCTH
BBeaUTEe UAeHTUUKaTOpbl ysa3BuMmoctu (Ilome oOs3arenbHO  JUid
3anonHeHusd). B mone «MeroaMka SKcILTyaTallin» BBEIUTE METPUKHU

skcruryaTaruu (Ilome oOsi3aTenbHO /715 3aTOTHEHUS ).

DDoS. B none «Atakyrommue [P-anpeca» BBeaute IP-agpeca mcrounuka
atraku (cnucok IP  anmpecoB MoxHO 3arpy3uth u3 (aitna 1o
COOTBETCTBYIOIIEH cchuike). B mone «Tum araku» BBEIUTE THUIl aTaKu
(ITome obGs3atenbHO JyIs 3amonaHeHus). B mone «Oxumaemasi MOITHOCTHY
BBEJIUTE OXKUAAEMYIO0 MOIIHOCTh. B mone «Oxumaemoe ycuine» BBEIUTE

O0XKNJACMOC YCUTIUC.



40

LY 6ot-cetn. B none «IP-agpec mnm momeHHoe umsi» BBenute [P-ampec
nuu fomeHHoe uMs 6ot-cetH (I1oste o0s3aTenbpHO A1 3anmoHeHMs ). B mose
«Tun m obmme cBeneHus o 00T-CETW) BBEIUTE THI OOT-CETU U OOIIHe
ceeacaus. B mome «Kakum 00pa3oM BBISBICH» OIHUIIUTE CIOCO0

obHapyxenus 60T-cetu (Iloxe 00s13aTeNBHO /IS 3aMOIHEHUS ).

Oumunr. B none «IP-agpec unu nomennoe umsi» BBeaute IP-anpec wim
JIOMEHHOE HMs pecypca, 3aMacKHpPOBAHHOTO IO/ JOBEPEHHBIM aHaJOT
(ITome obGs3atenbHO A 3anonHeHus). B mone «/lata oOnapykeHus
pecypca» BeIOepHTE aTy OOHAPYXEHHS pecypca, 3aMacKHPOBAHHOTO TIO]T
noBepeHHbIi anajor (Ilone o6s3aTenbHO 11 3anonHenust ). B mone «Tekct
MMChMay» BBEAUTE TEKCT MUChMA, IOJYYEHHOTO OT (PUIIIMHTOBOTO pecypca.
B mnone «TexHuueckue 3aroJIoOBKM IIMChbMa» BBEIHTS TEXHUYCCKUC

3aroJIOBKH ITMCbMa.

Bpenonocusiit pecypc. B none «IP-aapec unu nomennoe umsi» seeaute [P-
aJipec WM JOMEHHOe UMl BpenoHocHoro pecypca (Ilone o6si3aTenbHo amns
3anonHeHus). B mone «Jlatra oOHapyxeHHs pecypca» BbIOEpHUTE aaTy
oOHapyxenus pecypca. B mone «[Ipuunnbl, mouemy pecypc mo103peBaeTcst
BPEIOHOCHBIM» ONMUUIUTE, MOYEMY PECYPC MOJI03PEBAETCS BPEIOHOCHBIM

(ITone o6s13aTeNbHO AJIS 3aMOJIHEHUS ).

Momennnueckuii TenedonHslii Homep. B mone «Jlata u Bpemsi 3BOHKa
(cmc)»  BbIOEpUTE  JaTy W BBEOUTE  BpPeMsl  COBEPILCHUS
HECaHKIIMOHMPOBAHHOTO JeicTBus. Bpems ykaswiBaeTcs B (opmate
YU:MM. B none «Homep Tenedona» BBenruTe HOMEP, C KOTOPOTO OBLIO
COBEpIIEHO HecaHKIMoHHpoBaHHOe neicTBue ([losne oOs3arenpHO I

3anonHenus). B mone «Texker SMS» BBeauTe Tekct SMS-coo0tieHus.

Texuuyeckue I'[O,[[pO6HOCTI/I. B mone «Omnucanue» BBCIUTC OIIMCAHUC

yrpo3bl. [lone 00s3aTenbHO Ui 3aM0THEHHUS.



41

AneKTpoHHas dbopMa yrposbl X
06ume cegeHNs

TexHu4ecKuMe NoApobHOCTH TexHu4yeckue I'IO,quﬁHOCTVI (OTH)

0OGHapy)KeHne 1 ycTpaHeHue Onmncauve

Pucynok 36 — Ilpumep onucanus pa3iM4HbIX THIIOB YIPO3

OneKTpoHHasA hopMa Vrpo3bl X
06Lme cBefeHns

TexHU4ecK1e NoAPoGHOCTM 06Hapy)KeHV|e U ycTpaHeHUe

OG6HapyeHWe 1 ycTpaHeHne ABTOp criocoBa

OnucawHue criocoba

(aiin ¢ NpaBMIOM CUrHaTypbl UM NpaBuna o6HapyXeHns

{p MepeTawuTe ctoga aibl Mm BoibepuTe

Haszap CoxpaHuTb [lo6aBuUTb K 3anpocy

Pucynok 37 — O0HapyskeHHe U yCTPaHEHHe

Haxmute xHomky «IIpomomxute». B dopme «OOHapyxeHUEe M yCTpaHEHHE»

(Pucynok 38) HEOOXOAUMO 3aITOJHUTH HHPOPMALIHIO:
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- B Tole «ABTOp cmoco0a» BBEAWTE aBTOpa Crocoda OOHApYKEHUS U

yCTpaHeHHUs1 YIpo3bl (T0JIe 00sI3aTEIBbHO 1S 3aIOTHEHUS);

- B moae «OmnucaHue crocoda BBCAUTEC OIIMCAHHC crocoba 06Hapy>l(eHI/I${ u

YCTPaHEHUS yIpO3bl;

- B none «@ailn ¢ mpaBUJIaMHM CHTHATYpbl WJIM IIpaBHja OOHAPYKECHUS»

TepeTaIuTe Wik BeioepuTe (aii;

- B II0JIE «Bo3MokHEIE MCPhbI YCTpaHCHUS BBCAUTEC OITMCaHUuEC

HEQOPMAIM30BAHHOTO MM  (POPMAIM30BAHHOTO CIIOCO0a  OMpEACICHUS
YIpO3HI;

— B IIOJIEC «Hpoqaﬂ HH(bOpM&HHH» BBCAUTC NOMOJHUTCIIbHYIO I/IHCI)OpMaI_II/IIO;

dnekTpoHHas ¢opma yrposbi

06uymre cBeileHnA

- OﬁHapy)KEHMe W yCcTpaHeHue
OBHapysKeH e U ycTpaHeHne

MepeTawwmre MnK BbiGepnTe

-

Pucynoxk 38 — Jlo6aBjieHue HH(POPMAIUH O CIIOCOOAX 0OHAPYKEHHS M YCTPAHEHHS YTPO3bI

- Haxwmure kHOTIKY «J[00aBUTH K 3ampocy». OTKpoeTcsi cTpaHuiia «3ampochiy.
- 3anonnute nons «Tema» u «Hamucats coobIieHue. . .» npu HEOOXOAMMOCTH.

- Haxwmure xHonky «Co3naTh 3ampoc» M B OTKPBIBIIEMCS OKHE «3aIlOJIHUTh U

3apeTUCTPUPOBATH 3aITPOCH.
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- 3ampoc 00 yrpose co3ziaH.

2.5.5 Co3nanue 3anpoca 00 ysi3BUMOCTH
Jist peructpanuu 3ampoca 06 yrpose:
- U3 cnucka (Pucynok 14) BeIOEpUTE MYHKT MEHIO «Y I3BUMOCTH.
- B orkpeiBmietics popme (Pucynok 39) 3amonaure:

— Ha BKJIaaKC <<06H_II/IG CBCIACHUA» B IIOJIC «Ha3Banue» BBCAUTC HA3BaHUC

YSI3BUMOCTH (110J1€ 00SI3aTEIBHO /IS 3aIIOTHEHUS);

— B IIOJIC ((I/II[eHTI/I(l)I/IKaTOpBI APYrux CUCTEM onucanui YHSBHMOCTGI;'I)) BBCAUTC

OAHH I/II[CHTI/I(i)I/IKaTOp HJIM HECKOJIBKO 4Y€PE3 3aIlATYIO0;

- B noie «OnucaHue YA3BUMOCTHU H CIIOCOOOB €€ HCITOIb30BAHUS» BBCIUTC

OIIMCaHUCE;

- B Onoke «Kiacc ys3BUMOCTH» BBIOEpUTE COOTBETCTBYIOLIUN IYHKT (I10JI€

00s13aTEIILHO IS 3aII0JHEHNS);

- B mnone «CVSS-ektop» BBeaute CVSS-Bektop (mosne o0s3aTeNnbHO IS

3aIOJHEHHMS);

- B none «PenepanbHbI OKPYr» M3 PaCKpBIBAIOLIETOCs CIHCKa BbIOEpUTE

TpeOyeMoe 3HaueHue;

- B nosne «CyObekT ¢enepauun» U3 PACKPBIBAIOLIETOCs CHHCKa BbIOEpHUTE

TpeOyemoe 3HaueHHUE;

- B noje «HaceneHnHbIit MyHKT» BBEAUTE TpeOyeMoe 3HAaUCHHE;
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3neKkTpoHHasA dopMa VA3BUMOCTH

061uMe CBEeAeHHs O6uine cBeneHUs
TexHnyeckue NOAPOGHOCTH

BoaHMKHOBEHHE U

ycTpaHeHue

YassumocTe Koga (COD)

YA3suMOCTb KoHUrypauwm (CFG)

Pucynoxk 39 — Jlo6aBiieHue 001MX cBe/leHUI 00 YS3BUMOCTH

Haxwmure kHonky «IIpomomxuth». OTtkpoercs Bkiaaaka «TexHuueckue

MOAPOOHOCTH.

Bo Brnanke «Texuuyeckue moapodbHocti» (Pucyrok 40) HeoOX0auMO:

B moie «Tum HemocTaTkay» BI>I6epI/ITe N3  BbIIAAAOOICTO  CIIMCKa

COOTBCTCTBYIOIICC 3HAYCHUEC THUIIA HCAOCTATKA.

- B Onoke mapamerpoB «IIporpammuoe oOecrieuenue» B moie «HazBanme»

BBCAWUTC HA3BAHUC ITPOTrPaMMHOI'O O6CCHC‘1€HI/I${;
— B IIOJC «Bepcm[» BBCAUTC BEPCUIO IIPOTPAMMHOI0 06ecnequI/I;1;

- B nojie «Ciyx0a Win mopT, KOTOPbIA UCIIONb3yeTcs IS PYHKIMOHUPOBAHUS

[1O» ykaxxute ciyx0y WU MOPT;
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OnekTpoHHasa dopma ysa3BUMOCTU

Obwme caeperus TexHuyeckue nogpobHOCTH

W4ecKue nogpo6GHOCTH

MporpamMMHoe o6ecneyeHne

Pucynoxk 40 — /lo6aBieHUe TeXHMYECKHX NMOAPOOHOCTElH 00 YA3BUMOCTH

- Haxwmure knonky «lIpomomxkute». OTkpoercss Bkiaaka «Bo3HHUKHOBEHHE U

ycrpanenue». B otkpeiBiietics popme (Pucynok 41):

B Imoile «MecTo BO3HUKHOBCHHS HJIH IIOSBICHUSI YA3BUMOCTHU)» U3

BBIIIAAArOIICTO CITMCKa BBI6epI/ITe HYXHOC 3HAQUCHHUE,

B noJie «OnepanoHHas cucTeMa U MHOe OKpyskeHue ysa3sumoro [10» BBequte

Ha3BaHWE ONIEPAIIMOHHON CUCTEMBI K MHOTO OKpYXeHHs ys3Bumoro [10;

B IIOJIC «I[aTa BBISABJICHUSA)» YKAKUTC ATy BBIABJICHUSA YA3BUMOCTU (HOJ'IC

00s13aTeNbHO AJIA SaHOHHeHI/Iﬂ) ;

B 110JIe «ABTOp, OIyOIMKOBABIINN HH(OPMALIUIO O BBISIBIEHHON YSI3BUMOCTH
YKaXHUTe OpraHu3allnio, KoTopas oOHapyKuja YS3BUMOCTb, WM CCHUIKY Ha

HCTOYHUK;
B noJie «Crioco6 oOHapy KeHUs» BBEAUTE CIIOCOO OOHAPYKEHUS;

B MOJ€ «ABTOMaTHU3WPOBAHHOE MPABHJIO OOHAPYKEHUsS» TEpeTalluTe WIH

BbIOEpUTE (aili;

B noJjie «PeKkoMeHaaluuy o YCTPAHCHUIO YA3BUMOCTU > BBCAUTC PCKOMCH AU

10 YCTPpAaHCHUILO,

B noJie «IIpouas uHbOpMaIus» BBEAUTE AOMOJIHUTEIbHYIO HH(OPMALIUIO;
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JnekTpoHHas dopma YAZBUMOCTH

06wme cBeaeHua Bo3HUKHOBEHME U yYCTpaHeHue
TexHWyeckue NOAPOGHOCTH

BOSHUKHOBEHHE 1
ycTpaHeHue

PI/IC)’HOK 41 - I[OﬁaBJIeHI/Ie I/IH(l)OpMaIIH]/I MO BOBHUKHOBCHHUIO M1 YCTPAHCHHUIO YA3BUMOCTH

- 3anonnure nons «Tema» u «Hanucare coobiieHue. . .» Npu HEOOXOAUMOCTH.

- Haxwmure KHOIIKY ((CO3,Z[8.TB 3a1poc» U B OTKPBIBIICMCA OKHE «3amoIHUTL U

3apCrucCTpUPOBATD 3aIIPOCH.

- 3ampoc 00 ysS3BUMOCTH CO3/aH.

2.5.6 Co3naHue 3anpoca o myoJJuKanuu

Jnst peructpaliuu 3amnpoca o myOauKaiiu:

- U3 cucka (Pucynok 14) Beibepure myHKT MeHIO «I[lyOnukanuny». B oTkpeIBIIEHCS

dopme, Bo BKIajke «obrme ceeneHus» (Pucynok 43):

- B nojae «HaumeHoBanue MCPOIPUATHS» BBEAUTC HANMCHOBAHUC MCPOIIPUATHUA

(ITone o6s13aTeNbHO /ATIS 3aMIOJIHEHUS );

- B nojae «Onucanue» BBeauTe onrcanue meponpustus (Ilone o6s3arensHo s

3aMoJIHEeHUS);

- B noie «HauMmeHoBaHue OopraHu3anvn» BBCAUTC HA3BAHUC OPraHU3alluu (HOHC

00s13aTeTLHO TSI 3aIIOTHEHHUS );
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- s go6aBneHUss MHPOPMAIMM MO KOHTAaKTHOMY JIMIy K ITyOJHKaIuu
HEOO0X0JMMO HaXkaTh KHONKY «Jlo0aBuTh oTBeTcTBeHHOE Nmio» (Iloie
obs3atenbHo uis 3anmonHeHus) (PucyHok 43), 3amoiHUTH JaHHBIC IS

co3nmaBaemMoro konrakra (Pucynok 42):
B nosie «Mmst» BBequte ums (Ilone o0s3arenbHO Ui 3a0IHEHUS) |
B nosie «®amunusa» eenute pammnto (Iloae o0s3aTenbHO 11 3al10JHEHNS);
B nosie «OtyectBo» BBeAUTE 0TYeCcTBO (Iloe 00s13aTENBHO AJIS 3a0IHEHUS);

B mnone «JlomkHocTh» BBeauTe H0JDKHOCTH ([lome oOs3aTenbHO st

3ar0JIHEHNUS );

B nosie «['opojckoit Tenedon» BBenute HazBanue ropoza (Ilone obs3arensHO

JUTSI 3aITOJTHCHHS ),

B mioJie «MoOupHBIN Tenredon» BBeauTe HoMep Tenedona (ITone obs3aTensHO

JUISL 3aTI0JTHCHUSA )

B noie «Anpec 31. Iloutel» ykaxurte ampec snekTpoHHoil moutsl (Ilome

00s13aTeNbHO JJIs 3aHOHHeHI/Iﬂ);

HaKMHUTE KHOIIKY «I'0TOBO».

HoBoe oTBeTCTBEHHOE NULO

Pucynok 42 — Jlo6aBJjieHHe KOHTAKTHOIO JIUIIA
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- B 1oune «J/lara MeponpusTH» BEIOEPUTE ATy U BPEMS;

- B nojie «DenepanabHbli OKPYr» U3 PACKPBIBAIOIIETOCs CHUCKA BhIOEpUTE

Tpedyemoe 3HaueHue (IToe 00s3aTenbHO AJIs 3a0JTHEHNS );

- B none «CyObekT ¢enepannn» U3 pacKpbIBAIOIIETOCs CHHCKa BbIOEpUTE

Tpebyemoe 3Hadenwue ([lome o0s3aTenbHO TSI 3aTOTHEHHS);

- B mnone «HaceneHuwlii myHKT» BBeauTe Tpebyemoe 3HaueHue (Ilone

00s13aTeILHO JIJIs 3aITOJTHEHU);

Haxwmure xHomky «IIpomomxutsy. OTkpoercs Bkianka «Mepompusitue». B

OTKpEIBIICHCS hopme

- B PACKPbIBAOIIEMCA CIIMCKC «Tun MCPOIIPpUATHUA BBI6CpI/ITe

COOTBCTCTBYIOIICC 3HAYCHUC THUIIA MCPOIIPUATHUS,

- B mnone «Tekct mepomnpusitus» BBeaute Texcr meponpustus ([lose

00s13aTeIBHO JIJIS 3aI10THEHUS );
—  TakK K€ MOKHO 3arpy3uTh (ailsl ¢ TEKCTOM MEPOIPUSATHS
— HaXMHTE KHONKY «I 0TOBO».
- OTtkpoercs cTpaHuIa 3ampochl.
- 3anonnure nons «Tema» u «Hanucate coodiieHue. ..» Npu HEOOXOAUMOCTH.

- Haxwmure KHOIIKY ((C03,Z[8.TB 3aIpoc» U B OTKPBIBIICMCA OKHE «3amoIHUTL U

3apCruCTPUPOBATD 3aAIIPOCH.

- 3ampoc o myOIMKaluK CO3/1aH.
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3nexTpoxHan dopma nybaukaLmuu AnexkTpoHHan dopma nybnukaunn

Pucynok 43 — Jlo6aBienue ungopManuu nyoJJuKanuu

2.5.7 Co31aHue NPOU3BOJIbHBIX 3aNPOCOB
st peructparuu Apyrux (IpOU3BOJIBHBIX ) 3aIIPOCOB:
- U3 cnucka (Pucynox 14) BeiGepure myHKT MeHIO «Jlpyroey.
- B otkpsiBiueiics hpopme (Pucynok 44):
- B IpaBoi naHenu B noje «Tema» BBECTH TEMyY 3arpoca;
- B 1oJie «Hamucats cooOlIeHne)» BBEIUTE COOOIIEHHUE;

- B mnone «BrokeHus» rneperanuTe Wid BbiOeputTe (aiii, WM M0 KHOTIKE
«lo6aButh» n006aBbTe WHGMOpPMALHMIO 00 UWHIUACHTE, YYacTHHKE,

YA3BUMOCTHU, YI'PO3C HIINU HyGHHKaHI/II/I;
— HaXXMUTC KHOIIKY ((CO3,[[aTB 3aI1pocH.

- 3ampoc co3naH.
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tul_us1

Ho6aButb v

Mepetawmre UK BbiGepuTe

Pucynok 44 — ®opmupoBaHue Apyrux 3anpocoB

2.5.8 DnexktponHas ¢opMa MHIIUAEHTA

Habop Bkiamok u moseit aekTpoHHON (pOpPMBI MHIIMCHTA 3aBUCUT OT THIIA HHITUICHTA.
Jlnst omipeienieHus TUTIa MHIIMCHTA B pacKpbiBaromieMcs criucke (cM. Pucynok 15) BeiOepute Tum
UHIUACHTa B 01HOM u3 rpymi: ¢ BekropoM EXT (2.5.8.1) wnm ¢ Bekropom INT (2.5.8.2). TTone

00s13aTeILHO JJIA 3aIIOJTHCHU .

[Tocne BbIOOpa mosiBUTHCS BKIaaka «Bekrtop umHmmaenra — EXT» unu «Bektop
unnuaenta — INT» B mone «Tunm mHummenta» (oOmiast) BeIOEpUTE TpeOyeMoe 3HAUYCHHE U3
BbINTaaroniero crnucka. st tunos «Bexkrop nanuaenta — EXT» u «Bexkrop nauuaenta — INT»

3HAYEeHUs O0IHE:

- Hapymenune TpeboBaHMiI K OOECIEYEHHIO 3alIUTHl  MHQOPMALUH, TPH

OCYIIECTBJICHUN OAaHKOBCKOM JIEATETbHOCTH

- Hapymenue TpeGoBanuii Kk oOecrnedyeHHI0 3alUThl  HMHGOpPMALUU, MpH

OCYHICCTBJICHHUU NCATCIIbHOCTU B C(bepe (bI/IHaHCOBBIX PBIHKOB

- Heokazanaue wuim HECBOCBPCMCHHOC OKAa3aHUC YCIYyr' IO IIEPEBOAY ACHCIKHBIX

CpencTB
- Heoka3anue wim HECBOEBPEMEHHOE OKa3aHHe (PUHAHCOBBIX YCIYT

B none «Co0pITus» HaxkMHuTE KHOTIKY «/[00aBUTH coObITHEY. Jlanee B OTKPHIBIIIEMCS] OKHE

(Pucynox 45) no6aBbTe MHPOPMAIIHIO 110 3aPETUCTPUPOBAHHOMY COOBITHIO:
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- BbIOepuTE B moJie «CoOBITHEY TpEeOyeMOe THIT 3apETUCTPHUPOBAHHOTO COOBITHUS;
- BblOepuTe B nosie «Tun Hapymurens» TpedyemMoe 3HaYeHuE,

— HaXMHUTC KHOIIKY <<COXpaHI/ITI>));

(MTR_UA) BbissiBneHue onepawui no nepe...

(INT_ORG) HecaHKLUMOHMPOBAHHOIO AOCT... v

CoxpaHuTb OTmeHa

Pucynok 45 — Jlo6aBJjieHHe COOBITHS

Buumanmue! JleranbHas uHQOpManus MO HHIUACHTY YKa3blBa€TCs HA OTIENbHBIX

BKJIaKax (2.5.8.2). Ix coctaB 3aBUCHUT OT BEIOPAHHOTO THUTIA HHIMICHTA.

2.5.8.1 Tunbl HHUKAEHTOB ¢ BeKTOopoM EXT
K HHIOUACHTaAM C BCKTOPOM EXT OTHOCATCA MHLIUIACHTHI, HaHpaBJ’ICHHLIC Ha KIIMCHTOB
OpFaHI/I3aI_[I/II/I. HecaHKLII/IOHI/IpOBaHHa}I onepauI/m MOKET 6LITB OCYH_ICCTBJIeHa OJHUM U3

CJIETYIOIINX CITOCOOOB:

- SMS-6aHKHHT — TEXHOJIOTHS AUCTAHIIMOHHOTO OAHKOBCKOTO OOCITY)KUBAHHUS, TIPH
KOTOpOi 0OMeH MHGpOpMaIHe MEeXITy KIUEHTOM B OaHKOM OCYIIECTBIISIETCS C
IPUMEHEHHEM KOPOTKHMX TEKCTOBBIX COOOLIEHMH C Homepa TenedoHa,

OTIpEICTIEHHOTO B JOTOBOPE OaHKOBCKOTO CUETA;
- 0OaHKOMAT;

- HWHTEpHET-OAHKMHT  —  TEXHOJOTHS  JUCTAHIMOHHOTO  OaHKOBCKOTO
00CITy>)KUBaHMsI, IPU KOTOPO 0OMeH nH(popMarMen Mexay KIMEHTOM U OaHKOM
OCYIIECTBISICTCA C NMpHUMEHEHHeM Opaysepa 0e3 yCTAaHOBKH JOMOJIHUTEIHHOTO

MIPOTPaMMHOTO 00ECTICUCHHS;
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IUTaTeXU B MHTEpHETE 0€3 MPeabsIBICHUS KapThl;
IJIATEKHBIA TEPMUHA;

OPUWIOKEHHE JUIi MOOWIBHOrO OaHKa — TEXHOJIOTHs JUCTAaHIMOHHOIO
0aHKOBCKOTO OOCIY)KMBaHHs, TNpPH KOTOpPoil oOMeH wuHpopManuein MexIy
KIHEHTOM H# OaHKOM OCYHICCTBIIAACTCA C HNPUMCHCHUCM IMPOrpaMMHOI0O
obecreveHus1, pa3padaThIBAEMOr0 ISl HCIIOJIb30BaHHS B OIIEPAI[OHHBIX CUCTEMaX

MOOWIBHBIX YCTPOUCTB (Hanmpumep, 10S, Android);

cucreMa '"bBaHKHMHT-KJIMEHT' — TEXHOJOTHS OUCTAHIIMOHHOIO OAaHKOBCKOI'O
00CITy>)KUBaHHUsI, IPU KOTOPO 00MeH nH(popMameld Mexay KIMEHTOM U OaHKOM
OCYILIECTBISETCS C MIEPCOHAIILHOTO KOMITbIOTEpA c PUMEHEHUEM

AOIOJHHUTECIIBHOT'O ITPOIrpaMMHOI'O 06CCHC‘IGHI/I$I, IpeaoCTaBJIACMOI'O OaHKOM.

Nuuunentsr ¢ BekropoM EXT ObIBAtOT ClieAyOMUX THIIOB:

Hcnonp30BaHne BpeAOHOCHOTO MTPOTPaMMHOT0 obecnieueHus (malware);
Hcnonb3oBaHue METOIOB coluanbHOM MHKkeHepuH (socialEngineering);

OKcmtyaranus YSI3BUMOCTEN UH(POPMALIMOHHOM UHPPACTPYKTYPHI

(vulnerabilities);

Peanuzarus cnam pacceliku (spams);

BiaumopeiictBue ¢ ientpamu «00T-HEeT» cerelt (controlCenters);

N3menenus IMSI na SIM-kapre, cmena IMEI Tenedona (sim);

Hcnonbp3oBanue ¢pummHrosix pecypcos (phishingAttacks);

Pazmenienue 3anpemnieHHoro koaTeHTa B ceT «MHTEpHET» (prohibitedContents);
Pasmernienue BpenoHocHoro pecypcea B cet «Muteprer» (maliciousResources);

WNnas xommnsrorepHas araka (other).

Nudopmannio 06 MHIMAEHTaX MEPEYUCICHHBIX THUIIOB HEOOXOAMMO NPEJOCTaBUTH B

TCUYCHHUEC OAHOI'O pa6oqero JHA C MOMCHTA BBISABJICHUS.

2.5.8.2 IlapaMeTpbl MHIUAEHTOB ¢ BeKTOpoM EXT

Tun wHnuaeHnra — lcnonp3oBaHUE BPEIOHOCHOTO MPOTPAMMHOTO OOECTeUeHUs

(malware):

Bxnanka «BausiHue u crioco0 3apaxeHus .
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- Buewnnit [P-agpec y3na.

- bnok mapameTpoB Anpec, ¢ KOTOpPOro 3arpyxeHo BpenonocHoe [10. Ykaxure

Homennoe ums, [P-agpec u URL.

- BsaumopeiictBue ¢ y3namu. B ciyyae BbIABICHHMS B3aUMOJACUCTBUSA
3apaxkeHHOH OBM ¢ KakuM-IImOO pecypcoM, KOTOPBIA MOXKET SBISATHCS

BpeIOHOCHBIM, yKaxkute Jlomennoe ums, IP-aapec u URL storo pecypc.

- KJ'IaCCI/I(bI/IKaTOpI)I. Vkaxkute HauMEHOBaHHE aHTHBHPYCHOfI CHCTEMBI U THUII

BpegonocHoro I10. [Tone MoxeT conepkaTh HECKOIBKO 3HAYCHUH.

- Cnoco0 3apakeHHs. YKaXUTE NPEANojaraéMblii CHOCO0 3apaKCHUs: I10
KaHaJiaM 3JICKTPOHHOM TOYTHI, C HOCUTEIsI HH(DOpMAIIMH, PACIIPOCTPAHEHHE T10

JIOKaJIbHOM ceTu, nHOU croco0. [Tone o0s3aTenbHO Ui 3aM0THEHHUS.
Briragka «O6pasib BpenonocHoro [TO»:

- @aiin. [lpukpenure aitnbl, onpeneneHHble aHTUBHpPYCHBIM [1O  wmm
YYaCTHUKOM KakK I10/103pUTeNbHble WK BpefoHocHble. Dailiibl ¢ oOpa3uamu
BpenoHocHoro IO nmomkHbl ObITh HoMemieHbl B apxuB RAR ¢ maponem

"infected". Pazmep ¢aitna ne nomwken npesbimats 5 Mb.

- Xem-cymma. YKaXUTe KOHTPOJIbHYIO CYMMY Kax0r0 o0pasiia BpeJOHOCHOTO

I10.
Bxrnanka «BpenoHOCHBIE TUCbMay!

- Agpeca, ¢ KOTOPBIX ITOCTYHAJIN MUCbMA. YKaXHUTE aJpec MEKTPOHHON MOYTHI,
C KOTOpOro MpHIUIO MUCbMO, M [P-aapec mocieaHero moyTroBOro ceppepa,

qepe3 KOTOpBIﬁ OBLIO nepeaaHo NMcCbMo.

- ®@ailn anekTpoHHOro nuckMa. [leperamure wim BEIOEPUTE SKCIIOPTUPOBAHHOE
U3 TMOYTOBOHM mporpammbl mucbMo B (opmarax EML unmu MSG (mucema

HeoOxoauMo ymakoBath B apxuB RAR c nmaponem "infected").

Bxmanka «I/IH,Z[I/IKaTOPLI KOMITpOMCTALIUN . VkaxuTe Bce WU 4acCTh HHJUKAaTOpPOB

KOMITPOMETAIUH, BBIOPAB U3 BBIMAAIOIIETO CITUCKA:
- CeteBbie uaaukaTopbl. O6pamenue mo [P/URL-agpecy
- CerteBble HHAUKATOPBI. Moau(UKAINS TEKYIIMX CETEBBIX MTAPAMETPOB

- CereBble HAUKATOPbI. COKPBHITHE CIEA0B CETEBOI0 B3aUMOJICHCTBUSA
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- ®aiinossie uHauKaTopsl. Co3nanue (aiinos

- ®@aiinoBsie UHIUKATOPHI. MI3MeHeHue daitios

- ®daiinoBbie UHIUKATOPHI. Y najeHue GpanaoB

- MHMuaukatopst peectpa OC Windows. Co3znanue 3ammceid peectpa
- Hunpukatopsl peectpa OC Windows. M3menenue 3anuceit peectpa
- Hunukatopsl peectpa OC Windows. Y nanenue 3anuceid peectpa
- HMuaukaTopsl, CBA3aHHBIE C MTPOLIECCaMU. 3alycK mpoiiecca

- HupauxaTtopel, cBs3aHHbIE C IpolieccamMu. l3MeHeHue 3amylieHHOro

mpouecca

- HMuaukaTopsl, CBA3aHHBIE C IIPOLIECCAaMU. 3aBEPILIEHUE MpoLecca
- Huple unaukatopsl. Coznanue

- HWuble ungukaropsl. Mi3MeHnenue

— HHble uHAUKATOPBL. Y najleHHe

Tun unIMaeHTa — SOcialEngineering:

- Bxknaagka «Onucanue 1o TUTITY»:

Tun. VYxaxure METOJ] CONHAIbHOW WHXXEHEPHUHU: 3BOHOK C MOOMIBHOTO
tenedoHa, 3BOHOK ¢ HEMOOWIHHOTO HOMepa, SMS-cooliieHue, coruaibHas
MHKEHEPUS C UCIIOJIb30BAaHUEM COLMATBHBIX CETEH, COLlMaabHasl UHKEHEPUs ¢

UCIIOJIb30BaHNEM CPEJICTB MTHOBEHHBIX COOOIIIEHUH.
[Tpumeuanune. ONUIINTE HHIUIEHT.

JloGaBbTe VICTOUHMKM  CONIMANbHOM  WHXEHEpUU: HOMep TenedoHa,

JIEKTpOHHas noura, [P-agpec nouroBoro cepsepa

Brnoxenue. B cinydae TeneOHHBIX 3BOHKOB MPHIIOKUTE 3aIMHCh Pa3roBOpa WU
OTMHMCaHue pas3roBopa B cBoOOmHON (opme. B cimywae SMS-coobuiennid,
HUCIIOJIB30BAHUSA COIIHMAJIBHBIX ceTel Win Cp€ACTB MTHOBCHHBIX COO6III€HI/II>1
npunoxkute Gororpaduro cOOOIIEHUS C yKa3aHUEM HOMEpa OTHPABUTENS WIIH
YKaXUTE JI0OBIe WIACHTU(UIMPYIONIUE MPU3HAKA B CPEJICTBE MTHOBEHHOTO

CcOo00IIIeHUS.

Tun uamunenta — vulnerabilities:
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Buemnuit agpec nocrpagaBuieil CUCTEMBI
- IP-agpec;
- JloMeHHOE UMS;
- URL-anpec;
- Tun cepuca. Kakue ciry>x0bl ObLITH 3aIyIIICHBI HA TIOCTPAIABIICH MaITUHE.
Araka
- MHcrounuku arak: [P-agpec ucrounnka nim URL ncToyHuKa, €Ciiv eCTh;
- HWpentuduxarop ysI3BUMOCTH,
- Merpuka CVSS;
CBoit uaeHTudUKaTop ysI3BUMOCTH
- Onucanue;
- Haszsanue I10;
- Bepcus I10;
- Tun ysa3sumocry;
- Kiace ys3BumocTy;
- Jlara oOHapyxeHus;
- basosriit CVSS;
— OmnacHocCTb;
- Mepsl ycTpaHeHus;
- Craryc;
- Hamnuaune skcninonTa;
- Pexomennanuu;
-  CcpUIku;
- Bennop.
Tun uHIMAEHTa — SPams:

Coam
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- Hara nonyuenus (HeoOs3aTenbHO);
Llens ataku

- Anpeca snektponHo# noutsl (HeoOs3aTensHO);
Nctounuk ataku (HeoOs3arensHO);

- IP-agpec;

- JloMeHHOE UMS;

- Ajpec >IeKTPOHHOM MOYTHI,

Tun nanuaenra — controlCenters:

- IP-agpec nmocTpanaBiieit cuCTeMBbI;

- URL-anpec nocrpangaBiieil CHCTEMBI;

- MHudopmanus ¢ LY 6ot-cetu. URL ¢ I1Y;

- IP-agpec 3m0yMbIIITICHHUKA;

- I[el\/JICTBI/IH 3JIOYMBIIIJICHHUKA. OHI/IHII/ITG, 4TO MpeAIICCTBOBAJIO HHIUACHTY, KaK1e

JeWCTBUS 37I0YMBIIUIEHHUKA YAAJIOCh BBISBUTH;
- Cenenus o 60T-ceTH. CBeIeHUs 0 OOT-CETH, KOTOPBIE YIaIOCh BBISICHUTH;
- IP-agpeca, obpamasmuecs k 1Y.
Tun uHIMAEHTa — SiM:
- Omeparop cBs3u (HeobOs3aTensHo);
- Howmep tenedona (Heobsa3aTensHo);
- IMSI (Heo6s3aTenbHO);
- Jara cmensr IMSI (Heo6s13aTensHo);
Tun namaenTa — Mcnons3oBanue GUIMHIoBbIX pecypcoB (phishingAttacks):
- Ilocrpanasmas cucrema. IP-anpec;
- IlocTtpanaBmas cucrema. /JomeH;
- ®ummunHrossii pecypce. Jlo6asere IP-anpec pecypca min URL-anpec pecypca;
- JlaTa ¢ukcamum.

Tun unnmaenta — prohibitedContents:
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- IP-agpec 3anpeménnoro pecypca (Heo0s3aTenbpHO);

- Enunsnii ykazarens pecypca (HeoOs3arenbHo);

- Twun kontenta (Heobs3aTenbHO).
Tun nanmaenra — maliciousResources:

- IP-agpec BpenonocHoro pecypca;

- URL-anpec BpenoHOCHOTO pecypca,;

- Omnucanue BpetoHOCHOH akTuBHOCTH (HeoOs3arenbHo).
Tun uanunenra — other:

- Omnucanne (Heo6s3aTenbHO)

— Twum araku (HeoGs3aTenbHO)

- Henp ataku. IP-agpec (HeoOs3arenbHO)

Lenp ataku. Enuneiii ykazarens pecypca (HeoOs3aTensHo)
2.5.8.3 Tunbl HHUUAEHTOB ¢ BeKTOpoM INT

K wunmugentam ¢ Bektopom INT  OTHOCSTCS WHIMIEHTHI, HaNpaBJICHHbBIE Ha

UHPaCTPyKTYypy opranuzauuu. MHuuaeHTsl ¢ BektopoM INT ObIBarOT cieyronux THIIOB:
- H3menenue MapupyTHo-aapecHoi nnpopmanuu (trafficHijackAttacks);
- Hcnonws3oBanue BpeIOHOCHOTO MPOTPaMMHOT0 oOecrieueHus (malware);
- Peanuzanus ataku Tuna «otkas B oociyxuBanum» (ddosAttacks);

- Peanmuzanms HCCAHKIIMOHUPOBAHHOI'O OOCTYIIA K 0aHKOMaTaM M INIATEXHBIM

TepMuHaiam (atmAttacks);

- DKcCIUTyaTanus YSI3BUMOCTEN nH(pOpPMaLMOHHON UH(PPaACTPYKTYphI

(vulnerabilities);
- KomnpomenTanus ayTeHTUPUKAITMOHHBIX/y9eTHRIX JaHHbBIX (bruteForces);
- Peanuzarnus cmam pacchUIKH (Spams);
- BsaumogeiicTBue ¢ ienTpamu «00T-HET» cereit (controlCenters);
- MHcnonws3zoBanne pummuHToBbIX pecypcoB (phishingAttacks);

- Pa3memenue 3anpenieHHOro koutenra B cetu «MutepHer» (prohibitedContents);
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- Pa3memenue BpenoHocHoro pecypea B cetu «MuTepHeT» (maliciousResources);
- Brmonnenue nzmenenne konTeHTa (changeContent);
- BeinonHeHne ckaHUPOBaHUsI TOPTOB (scanPorts);
- Huas xommbrotepHas araka (other).
2.5.8.4 ITapameTpbl HHUUAEHTOB ¢ BeKTOpoM INT
Tun unnmaenra — trafficHijackAttacks:
- IraTtHbii AS-path HeoGs3arensHo
- TloncraBuoit AS-path (HeoGs3arensHo)
- Ccpuika Ha Looking Glass (Heo6s13aTenpHO)
- Ilrarasii prefix (Heo6s3aTensHO)
- Iloncrasnoii prefix (HeoGs3aTenbHO)
Tun uHIMaeaTa — malware:
- Bxrnaaka «BausiHue u croco0 3apaxeHus»:
- Buewnnii [P-agpec y3na.

- bnok napameTrpoB Anpec, ¢ KOTOpOro 3arpykeHo BpenoHocHoe [10. Vkaxure

Jomennoe nms, [P-agpec u URL.

- DBsaumopeiictBue ¢ y3namu. B ciydae BBISBICHMS  B3aMMOJEHCTBHS
3apaxkeHHOH OBM ¢ KkakuM-mubo pecypcoM, KOTOPBIH MOXKET SBISATHCS

BpEIOHOCHBIM, yKaxxute Jlomennoe ums, [P-agpec u URL atoro pecypc.

- Kiaccuduxaropsl. Ykaxkure HaMMEHOBAHUWE AaHTUBUPYCHOH CHUCTEMBI M TUI

BpenoHocHoro [10. TTone MoxkeT copepkarh HECKOJIBKO 3HAYEHUH.

- Cnocob 3apakeHHs. YKaXUTE TMPEANojaraéMblii Crocod 3apakeHus: o
KaHaJiaM dJIEKTPOHHOU MOYTHI, ¢ HOCUTENsI MH(OPMAIIUU, paCIIPOCTPaHEHHUE T10

JIOKAJIBHOM ceTH, MHOM crmoco0. [Toe 00s13aTeIbHO AT 3alI0IHEHHU.
- Bxnaaka «O6pa3isr BpemonocHoro [10»:

- @aiin. Ilpuxpenure Qaiinpl, omnpeneiaeHHble aHTUBUPYCHBIM 11O  wmm

YYaCTHUKOM KakK I10/I03pUTENbHbIE WIN BpefoHocHbIe. Dailbl ¢ obpa3namu
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BpenoHocHoro [IO nomkubl ObITH TOMEINIeHBI B apxuB RAR ¢ maponem

"infected". Pasmep ¢aitna He moimkeH npesbimarh S Mb.

- Xem-cyMMa. YKaXUTe KOHTPOJIBbHYIO CYMMY Ka)KJI0T0 00pasia BpeJOHOCHOTO

I10.
Bxiagka «BpenoHOCHBIE TUCHMa:

- Anpeca, C KOTOPBIX ITOCTYIIAJIX ITHUCbMA. Vkaxunre aapec BHCKTpOHHOﬁ I10YTHI,
C KOTOpOI'o NIpHILIO IMHUCbMO, U IP-az[pec MMOCJICAHETO0 IIOYTOBOI'0 CEpPBEpa,

4epe3 KOTOPBI ObLIO TIEPEIaHO MUCHMO.

- @aiin anekTpoHHOro nucbMa. Ileperanure uin BIOEPUTE IKCIIOPTUPOBAHHOE
U3 TMOYTOBOM mporpammbl mucbMo B (opmarax EML unu MSG (nmucema

HeoOxoauMo ymakoBath B apxuB RAR c maponem "infected").

Bxiagka «MHauKaTOpbl KOMOPOMETALUMY. Y KQXKUTE BCE WIM YaCTh HHAUKATOPOB

KOMITpOMETAIH, BBIOPAB U3 BbINAAAIOIIEr0 CIIUCKA!
- CereBble unnukaropsl. O6pamenue no IP/URL-anpecy
— CereBble nHAMKATOPBLL. Moaudukanys TEKYIIMX CETEBBIX TapaMeTPOB
— CereBble uHAUKATOPbl. COKPBHITHE CJIEI0B CETEBOI'O B3aMMOJCHCTBHS
- @aiinoBsie unaukaTopel. Co3nanue GanaoB
- daiinoBsle UHIUKATOPHL. MI3MeHeHue (aiinoB
— daiinoBble MHIUKATOPBL. Y naneHue ¢aiion
- HWuauxatopsl peectpa OC Windows. Co3znanue 3anuceii peectpa
- HMuauxatopsl peectpa OC Windows. M3Menenue 3anuceil peectpa
- Hunpukatopsl peectpa OC Windows. Y nanenue 3amnucei peectpa
- HMuaukaTopsl, CBA3aHHBIE C ITpOLIEcCaMU. 3aIlycK Mpolecca

- MWuauxaTtopsl, cBs3aHHBIE C IMpoleccamMu. l3MeHeHue 3amylieHHOTO

mporecca
- HMuaukaTopsl, CBA3aHHBIE C ITPOLIECCAaMU. 3aBEpILIECHUE IIpoLecca
- Hnple unaukatopsl. Coznanue

- Hubie unaukatopsl. U3MeHeHue
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- HHble uHAUKATOPBL. Y HalleHHe
Tun nanmunenra — ddosAttacks:
- Agxpec noctpanasuiei cuctemsl. [P-aapec
- Anpec noctpagasiieii cuctemsl. Cets. B popmare macku noaceru
- Azpec noctpagaBiieii cuctemMsl. JlomeHHOE UM
- Agxpec noctpanasuieit cucremsl. Haznauenue pecypca
- Anpec noctpanasiieit cucrembl. URL-aapec

- Anpec noctpanasuieii cuctemsl. Tur cepBuca. Kakue ciry:x0b1 ObLTH 3aITyIIICHBI HA

MOCTPAJABIICH MallIMHE

- Araka. IP-agpeca ucrounuko. He 6omee 100 IP-anpecoB. MoxHo no6aButh IP-
azipeca BpPY4YHYIO, 3arpy3uTh u3 daitna (popmar plain text) uiam CKONUPOBATh.

Pa3znenurenu — 3ansTas, Touka c 3amsTol, Npode, NepeBo CTPOKH.
- Araka. Tun araku. Jleranu MOKHO yKa3aTh B IPUMEYAHUSIX
- Araka. [Ipumeyanue
- Hayano araku
- OxoH4aHUE aTaku
- Momnocts PPS (makeToB B cekyHIy)
—  MourHocts RPS (3anpocoB B cexyHay)
- Herarusnoe Bnusuue. Tun u [Ipumeuanue
Tun nanuaesta — atmAttacks:
- IlocrpanaBumit 06bexT. Tumn oObekTa. JleTanu MoKHO yka3aTh B IPUMEYAHUSX;
- TloctpanaBumii 00bexT. [Ipumeuanue;
- Araka. Tun ataku. Jleranu MO>XKHO yKa3aTh B IPUMEYAHUSX ;
- Araka. [Ipumeuanue;
- Buoxenus.
Tun unnmuaenta — vulnerabilities:

Buemnuii anpec nocrpagaBiell CUCTEMBI
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- IP-agpec;
- JloMeHHOE UMS;
- URL-anpec;
- Tun cepuca. Kakue ciry:x0bl ObLITH 3aIyIIIEHBI HA TIOCTPAIABIICH MaITUHE.
Araka
- Hcrounuku atak: [P-aapec uctounnka uiu URL ucTouHuKa, €Ciu ecThb;
- MWpentuduxatop ys13BUMOCTH,
- Merpuka CVSS;
CBoii uaeHTH(HUKATOP YI3BUMOCTH
— Omnucauue;
- Hassanue I10;
- Bepcus I10;
- Twun ysa3sumocty;
- Kiace ys3BumocTy;
- Jlara oOHapyxeHus,
- basossiit CVSS;
- OrmacHOCTb;
- Mepsl ycTpaHeHus;
- Craryc;
- Hamnuaune skcninonTa;
- Pexomenmanuu;
-  CcpUIku;
- Bennop.
Tun vamunenta — bruteForces:
- Appec noctpanasuiei cucremsl. [P-anpec;

- Appec nocrpanasuieit cucremsl. URL-anpec;
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- ATtakoBaHHas cITyk0a,

- Araka. IP-agpeca ucrounuko. He 6omee 100 IP-anpecoB. MoxHo no6aButh IP-
azpeca BPY4YHYIO, 3arpy3uth u3 daina (dbopmar plain text) wim CKOMUPOBATh.

Paznenurenu — 3ansrasi, TOUKa C 3amsToi, mpoodei, mepeBol CTPOKH.
- CKOMITpOMETHPOBAHHAS YUE€THAs 3alUCh. Y YETHAs 3aMKCh,
- CxomnpoMeTHpoBaHHas y4eTHas 3anuch. JIorus,

- CKOMHpOMCTI/IpOBaHHaH YUY€THAasA 3alluch. HpI/IBI/IJ'IeFI/II/I. qepe3 3aIATYHO WA

MTOCTPOYHO.
Tun uHIMAEHTa — SPams:
Cnam
- Jlara nomyuenus (Heobs13aTenbHo);
Llens ataku
- Appeca 3nexkTpoHHO# noutsl (Heobs3aTenbHo);
Uctounuk ataku (HeoOs3aTenbHO);
- IP-agpec;
- JloMeHHOE UMS;
- AJpec 3JIEKTPOHHOM MOYTHI;
Tun uauaesta — controlCenters:
- IP-agpec moctpanaBiiel CUCTEMBI;
- URL-anpec noctpanasiieil CHCTEMBI;
- MHudopmanus c 1Y 6ot-cetun. URL ¢ I1V;
- IP-azmpec 3m0yMBIIIJICHHHKA,

- HCﬁCTBHH 3JIOYMBIIIJICHHUKA. OHI/IH_II/ITG, 4TO MPEAICCTBOBAIIO MHIIUICHTY, KaKUC

JeMCTBUS 3110YMBIIIJIEHHUKA yAI0Ch BBISIBUTD;
- Csenenus o 601-cet. CBeieHUs 0 00T-CETH, KOTOPBIE YAAJIOCh BBIICHUTB;
- IP-anmpeca, oOpamasmecs k LY.

Tun nammnenta — Mcnons3oBanue GUIIMHToBbIX pecypcoB (phishingAttacks):
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- Ilocrpanmasmas cucrema. IP-anpec;
- IloctpanaBmas cucrema. Jlomen;
- ®umunHrosslii pecypce. Jlo6asere IP-anpec pecypca nim URL-anpec pecypca;
- Jlara ¢ukcanuu.
Tun unimaenta — prohibitedContents:
- IP-agpec 3anpeménnoro pecypca (Heobs13arensHo);
- Enunebiii ykazarens pecypca (Heo0s3aTenbHO);
- Tun xonrenta (Heobs3aTenbHo).
Tun nammnenta — maliciousResources:
- IP-ampec BpegoHnocHoro pecypca;
- URL-agpec BpenoHOCHOTO pecypca;
- Onucanwne BpegoHocHo aktuBHOCTH (Heobs3arensHo).
Tun uarmaenta — changeContent:
- HM3menénnslii pecypc. [IP-anpec (HeoOs3aTenbHo);
- W3menénnsiii pecypc. URL-anpec (HeoOs3arenbHo);
— Tun u3MeHEHHOTO KOHTEHTA.
Tun namMnenra — scanPorts:

- HWctounuku ckanupoBanus. He Gomee 100 IP-aapecoB. Moxno nob6aButs IP-
azipeca BpY4HYIO, 3arpy3uTh U3 ¢aina (dpopmar plain text) MiaM CKONUPOBATh.

Paznenurenu — 3ansiTas, ToUka c 3amsToi, npobe, nepeBo] CTPOKH.
— CkaHMpOBaHHBIE TIOPTHI;
- Mertoz ckaHUpOBaHUS;
- JlaTa u BpeMs Hauana CKaHUPOBAHHUS;
- Jlata u BpeMs OKOHYaHHUsI CKaHUPOBAHMUSL.
Tun uamunenra — other:
- Onucanne (HeoOs3arensHO);

- Tun araku (HeoGs3arensHO);
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- Henp ataku. IP-agpec (HeoOs3arensHo);

- Uenp ataku. Equnenii ykazarens pecypca (HeoOs3aTenbHO).
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3 OTtnpaBka nHGOPMAaLUHU O pe3epPBHBIM KaHAJIaM
nepeaavyu JaHHbIX

Wndopmanus o 3amiaHIpOBaHHBIX paboTax MyOIUKyeTcst Ha HH(GOPMAIIMOHHOM MopTaie

(http://portal.fincert.cbr.ru) B pasnene «HoBocTu» a Takke B BHI€ HHGOPMAIIMOHHOIO OFOJIIIETEHS.

B nepuon rexunueckux padbotr Ha ACOU OunllEPT mist nepenaun nadopmanuu B Gunl[EPT
TpeOyeTcsl UCIOJIBb30BaTh IEKTPOHHYIO mouTy fincert@chbr.ru a raxxe nepenaBars HHGOPMALIUIO

no tenedony 8§ (495) 772-70-90.


http://portal.fincert.cbr.ru/
mailto:fincert@cbr.ru

66

4 Omuoxn

4.1 OwmuOKHU NPH YCTAHOBKE 3AIMIIEHHOT0 COeIMHEHUsI PU

HCIOJb30BaHUU | LS-Kiauenra

HpI/I YCTAaHOBKE 3alllUIICHHOI0O COCIWHCHHA IIpU IMOMOIIHU TLS-knuenTta MOI'yT

HOSIBIISITHCSI CIICTYIOIIUE OINOKY:
- He paboraer noaxmouenue TLS kinuenTa yepes npokcu cepsep.
- He ocymectBnsiercs peructparus [10
[Tpu NoSIBICHUN TaHHBIX OIIMOOK HEOOXOAUMO:
- yOeauTbcs, 4TO UCHONb3yeTcs Bepcus TLS-kinenta He Hike 2.0.0.1151;
- OTKJIFOYHTH B HACTPOMKAX aHTUBHUpPYCa KOHTPOJIb mopta 443\tcp;

- ycranoButb CK3M Kpunto ITPO CSP 4.0 u mpoBeputh paboTOCHOCOOHOCTH

coenuHenus B Opaysepe Internet Explorer;

- B cily4Yae BO3HUKHOBEHHUS OIIMOKM TOAKIIOYEHUS MOBTOPUTH MPOLEAYPY
yctaHoBKY TLS-knmmenTa B cootBercTBuu ¢ 1. 1.3 Tlpuokenus 1 x HacTosmemy

PykoBoncty.

B ciydae noBTOpHOr0 BOZHUKHOBEHMS OIINOOK HEOOXOAUMO MOATOTOBHTE MAaKCUMAIILHO
Bo3MOXkHOe onrcanue (Bepcust OC, Bepcus 6paysepa, Bepcus CK3U, onucanue omuOku, CHUMKI
9KpaHa, Ha KOTOpPbIX BHJHA OIIMOKAa) W HANpaBbT€ Ha aJpec JJIEKTPOHHON IOYTHI

svc_fincert_support@cbr.ru.

4.2 He orkpsbiBarorcs crpanuubl npuioxkenuit ACOU OunIEPT

B cayuae ecnm mpunoxenuss ACOU ®OunlIEPT He oTkpwiBatoTcs B BeO-Opaysepe,

BBITIOJTHHUTE CICIYIOIINUEC )ICfICTBPIfII

- 3almycTUTe OTIam4uK Opay3epa M aKTUBUPYWHTE 3aliCh CETEBBIX 3alPOCOB
(knmaBuma F12, Bknaaka «CeTb») M BBINOJHUTE 3alpoCc K MPUIIOKEHUIO.

3adukcupyiTe Ko 0TBeTa B CTONOIE «3aroaoBok/OTBET;

— HampaBbTE€ pe3yNIbTaThl, MOJY4YEHHbIE Ha MpEeAbLAyIIeM IIare, Ha ajpec

ANEeKTPOHHOU TouThI SVC_fincert support@cbr.ru.
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4.3 OwmmoOku B padote Bed-unTepdeiicoB npuio:xenuii ACOU

OuullEPT

K Bo3MoxHBIM ommmOkaM BeO-uHTepdericoB npuinoxkennii ACOU ®unllEPT otHocsTCs

CICAYIOIUE CUTyalluun:

— He paboTaeT nmepexoj] MeX1y BKIIaJKaMHU BEO-TIPUIIOKECHUS;

HE 3aKPBIBAIOTCS BBIMAIAIONINE WITH TIEPEKPBIBAIOIINE OKHA BeO-UHTEpdeiica;

IMyCTBIC BbIITAAA0MINEC CITMCKU UJIM OKHA Be6'HHTep(1)eﬁca;

HC COXPAHAKOTCA BBOAUMBIC 3HAYCHUA B ITOJIAX Be6-HHTep(1)efIc0B;

uHTepdeiic He pearnpyeT Ha JeHCTBHE HOIb30BaTEIS.

B cnyuyae Bo3HMKHOBeHMsI OomMOOK B pabore BeO-uHTepdeiicoB npuinoxenuiit ACOU
OunlIEPT BemmonuuTe nepesarpysky crpanuibl (F5) u moBropute Tpedyembie nerictBusa. Ecnu
JMaHHas OomMOKa BO3HUKAET MEPUOJUYECKH, MOATOTOBbTE MAKCUMAIBHO BO3MOXKHOE OIMHMCAHUE
(Bepcust Opaysepa, ajapec CTpaHHIIBI, ONMCAHKWE OIMMOKW) W HAIpaBbTe Ha aapec JIEKTPOHHOM

noutsl svc_fincert support@cbr.ru.

4.4 Tlpouyue oIMOKHM ¥ BONIPOCHI

B cnydyae BO3HMKHOBEHHUSI MHBIX OLIMOOK MM BorpocoB o pabore ACOU ®unllEPT

npoch0a HarpaBIIATh OOpaIlleHUs Ha aJpec JIEKTPOHHOMN mouThl SVC_fincert _support@cbr.ru.



mailto:svc_fincert_support@cbr.ru
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Ipuiaoxenue 1 YcranoBka u HacTpouka I1O

[lepen HauanoM paboTHl HEOOXOoAMMO MONy4YnTh B LleHTpamprHOM Oanke Poccuiickoii

®denepaunu

(o cewutke http://cbr.ru/StaticHtmlI/File/14408/ASOI_docs.zip):

KoHpuryparuonHeid ¢ain mis TLS-kimeHTa ¢ HacTpoMKaMH TMOAKIIOYEHUS K

ACOU ®OunlIEPT;

KopHeBble ceprudukarel HamumonanpHOro W ['OJIOBHOTO — yIOCTOBEPSIFOIIMX

LICHTPOB;
ceprudukatel pecypcon portal.fincert.cbr.ru, Ik.fincert.cbr.ru;

cepruduKaThl PEeCypcoB cpembl TecTHpoBaHus Zzoe-portal.fincert.cbr.ru, zoe-

Ik.fincert.cbr.ru, zoe-api.fincert.cbr.ru;
PYKOBOJACTBO yuacTHUKa 1o padore ¢ ACOU ®unllEPT;

pernameHT noakioueHus YuyactHukoB k ACOU ¢uullEPT.

Hepe‘lI/ICHCHHHe BBIIIC cpeacTBa npeaar0oTCA HCHT}T)OM B BUIC apxuBa

(ACOU OuHIIEPT.zip), comepskaliero cieayromine KaTaaoru U (Gaibl:

Wra Tun CaKaThiil pasmep 3awmTa

CepTudnKatsl Manka c daitnamn
2| confJSON ®ain "JSON" 1KE Her
£ member_card.xlsx Nuer Microsoft Excel 15KE Her
i Pernament nogentovenna Yuactiukos Kk ACOM @unllEPT. pdf Adobe Acrobat Document 1246 KB Her
i PykoeogcTeo YuactHuka no paGote ¢ ACOWM Qunl|EPT.pdf Adobe Acrobat Document 3220K6  Her

Pucynoxk 46 — CocraB apxusa ACOU ®unllEPT

Ceprudukatsl — KaTauor, CoaepKaIui:


http://cbr.ru/StaticHtml/File/14408/ASOI_docs.zip
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Mran Tun Caatelid pazmep

= cacert_guc.cer CepTrdukar BesonacHocTi 1 KB
= cacert_nuc.cer CepTrdukar BesonacHocTi 1 KB
=l Ik fincert.cbr.ru.cer CepTudmkar BesonacHocTk 2 KB
= portal.fincert.cbr.ru.cer CepTudmkar Be3onacHocT 2 KB
= zoe-api fincert.cbr.ru.cer CepTrdukar BesonacHocTi 2 Kb
= zoe- Ik fincert.cbrru.cer CepTrdukar BesonacHocTi 2 Kb
] zoe-portal fincert.cbr.ru.cer CepTudmkar BesonacHocTk 2 KB

Pucynok 47 — Conep:xanue karajgora Konrunent TLS-client

conf.json — KOH(pHUTYpPAITMOHHBIH (aiisl, CoMEpKAIIHN MTapaMeTPhl TIOTKITIOYCHHS K

ACOU OunllEPT;

cacert_nuc.cer — kopHeBoi ceptudukar HanMoHaNBHOrO YIOCTOBEPSIOLIETO

LOCHTpPA,

cacert_guc.cer — KOpHEBOU cepTH(HUKAT [ '0JIOBHOTO YIOCTOBEPSIOIIETO IIEHTPA;
Ik.fincert.cbr.ru.cer — ceprudukar pecypca Ik.fincert.cbr.ru;
portal.fincert.cbr.ru.cer — ceprudukar pecypca portal.fincert.cbr.ru
zoe-lk.fincert.cbr.ru.cer — ceprudukar TectoBoro pecypca zoe-Ik.fincert.cbr.ru;

zoe-portal.fincert.cbr.ru.cer —  ceprudukar  TecroBoro - pecypca  zoe-
portal.fincert.cbr.ru

zoe-api.fincert.cbr.ru.cer — ceptudukar TectoBoro pecypca zoe-api.fincert.cbr.ru

Pernament nonkmodenuss YdactHukoB k ACOU ®unllEPT.pdf — comepxwur

pernamMeHT nojkiatoueHus: yaacTHUKOB K ACOU ®uullEPT;

PykoBomctBo yuactHmka mo pabore ¢ ACOU ®uullEPT.pdf — comepxwur
PYKOBOJICTBO yyacTHHKa 1o pabore ¢ ACOU ®unllEPT.
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1.1 Tpe6oBanus k APM

st pabotel ¢ ACOU ®uHEPT momxkHbI ncnonb3oBatbess APM ¢ xapakTepucTukaMu, He

XYK€ IpEACTaBJICHHBIMU B Ta6n1/1ue HHWXKE.

Tabmma 1 —  Cucremnsie  TpeOboBanuss k APM  mua pabGotel ¢
ACOU OunlEPT
Oo0opynoBanue Pexomennyembie TpeGoBaHUA
[Mpoueccop He xyxe Intel Core i3
o3y >3072 M6
I'paduueckas xapra Paspemenne He wmenee 1920x1080 Towek, ¢

BO3MOXHOCTBIO BBIBOJAa I/I306pa)KeHI/I$I Ha 2 MOHHUTOpA

HXM/] >80 16
CereBoit amanTep Ethernet 100 Base-T u Bbiie
Momnwutop IuaroHayip He MeHee 19 qroiiMoB

paspemienue He MmeHee 1920x1080 Touek

Ha APM, nomxHO OBITh YCTAaHOBJIEHO CIIeyIollee MPOorpaMMHOe o0ecriedeHue:

oneparonHas cucrema Microsoft Windows 7/10;
- Adobe Acrobat Reader 11 u Bite;

- obo3peBarens (1000 u3):

- Microsoft Edge;

- Microsoft Internet Explorer Bepcuu He ke 11;
- Google Chrome Bepcun He HIDKe 60;

- oano u3 cuenyrommx CK3U qis yctaHoBkM 3amuiieHHOro coequnenus ¢ ACOU

@®unlIEPT (uepe3 6paysep Microsoft Internet Explorer):
- Kpunrollpo CSP;

- VipNet CSP;
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- Lissi CSP;

- Konturent TLS-kmuent (mopmepxuBaercs pabotra u B Ipyrux Opaysepax.

VYdacTHMKaM IpefocTaBisercs: 0e3B03Me3/1HO);
— CpEACTBO AaHTHBUPYCHOM 3aILUTHI.

BAXKHO! Vcmanosxy «Koumunenm TLS-knuenm» ma APM, npeonasnauenmwiii Ons
pabomvr ¢ ACOU Dunl]EPT, ne npouzsooums & ciyuyae, eciu na APM ycmanosneno CK3U
Kpunmollpo/NipNet CSP/Lissi CSP, noooepoicusarowee ¢ pabomy ¢ TOCT P 34.10-2001 / TOCT
P 34.10-2012 (¢ ucnonvsosanuem OCT P 34.11-94 / TOCT P 34.11-2012), u nranupyemcs

ucnonvzosams moivko obospesamenu Microsoft Internet Explorer.

Huctpubytussl CK3U u skcmmyatalinoHHasi TOKyMEHTAIUsl JOCTYIHBI Il CKAYMBaHU

Ha O(bI/II_II/IaJ'IbeIX caurax HpOH3BOI[PITCJ'I€I>i JaHHBbIX CPCACTB:

- KonTHHEHT TLS-kJmeHT: https://www.securitycode.ru/products/demo-

versions/ ;
- Kpunrollpo CSP: https://www.cryptopro.ru/products/csp/downloads ;

- VipNet  CSP: https://infotecs.ru/downloads/besplatnye-produkty/vipnet-
csp.html ;

— Lissi CSP: http://lissi-crypto.ru/downloads/download_lissi_csp/ .

YcranoBka CK3H1 OCYHICCTBIIACTCA B COOTBCTCTBHUH C BKCHHyaTaHHOHHOﬁ

I[OKYMGHTaHHeﬁ Ha HUX.

B m. 1.3 omucana ycranoBka KontuHeHT TLS-KIHEHT Kak OCHOBHOTO CPEICTBA JUIS

noctyna k ACOU ®unl{EPT.
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1.2 TpeOGoBaHus K NOAKJIHOYEHUIO

Hns nmogxmouenus k' ACOU ®unllEPT na cropone YyacTHUKa JOJKHO OBITH

peaanu30BaHbl CIEAYIOIINE HACTPOUKU:
— CeTeBbIC MPaBWIa, pa3peliarollne NoAKII0UYeHHE 1o nopTy 443 k aapecam:
- portal.fincert.cbr.ru;
- Ik.fincert.cbr.ru.

— B CpEACTBE AaHTUBHUPYCHOU 3alIUTHI IOJKEH OBITH OTKJIFOUYEH KOHTPOJIb UCXOASIINX
coennHeHuil Ha 443 nopt npu ucnoias3oBaHuu i goctyna k ACOU ®OuuallEPT

110 Kontunent TLS-knuenr;

- ycranoieno CK3U mns paboret ¢ ACOU ¢ ®unllEPT, cooTtBeTcTBYyrOmIce

CJIEYIOIIUM TPEOOBaAHUSIM:
- moajepxka peanu3anuu nporokoaa TLS ¢ TOCT 2001/2012;

- pabota ¢ Opay3epaMu, OAIEPKUBACMBIMH CUCTEMOIA.
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1.3 VYcranoBka u HacTpoiika TLS-kanenTa

Hns  obecrieyenust  3amuiieHHoro  jgocryma no  amropurtMam  [OCT

ACOU ®unlIEPT na APM HeoOxonumo ycTaHoBUTH TLS - kiueHT.
st aToro:

- TIlepeitnute Ha caiit https://www.securitycode.ru. Eciu ecth yueTHas 3amuch
(akkayHT) Ha JaHHOM caiiTe — HEOOXOJAMMO OCYIIECTBUTH BXOJ IOJ CBOUMH

JIOTUHOM U NapOJIEM.

N\
€2 +7 (495) 982-3020 Hanmureraw  Bxon | Perscroous  JBEM
Texnoanepxka: 8 800 505-3020

BE30MACHOCTK
Q,D’ KOAl BE3ONACHOCTV
N

Pucynok 48 — caiit Kox be3onacHocTn, Ha KoTOopoM MO:kHO ckadyaTh TLS-kaueHt

- Baiigure B pasmen aemoBepcuu: https://www.securitycode.ru/products/demo-

versions/. Cchlika Ha 3TOT pasaei €CTb Ha TJ1aBHOM CTpaHUIC caiiTa:


https://www.securitycode.ru/
https://www.securitycode.ru/products/demo-versions/
https://www.securitycode.ru/products/demo-versions/
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«Kopn BesonacHoCcTu»

Wupokan nuHedxa C3U, xoTopan oxsaThiBaer Bce e 4 < ~
YPOBHM HHGPAcTPYKTYpPHOW Ge3onacHoCcTH | —
Mbi NPENAraeM NPOAYKTE, YAOBNETBOPAIUME BOEM NOTPEOHOCTRM =

OPrAMIALHNR B OONACTH OOECNEverns UB: O SALMTH KOHEHBOX CTAHLYI M
CEPBEPOS /10 JAMLMTH BHPTYANHIMPOBIHHLI WHPACTPYKTYD W MOGHIIbHEX
YCTPONCTS COTPYAHMEOB. W ule 4 npuimed,

NOYE My BM BLITDANO
€ hamm padorars

,\'v&'oooo

H OBOCTM MOANMCATECA Ha HOBOCTH
«Kon GE00NICHOCTIL, BPYAN AWNNOMI BNy DpoayKTel «Ke 6e | 6820NICHOCTIR ToomusM 8
MTYCH 1O MENCETERBIM JRIHIM EIONeER X U T-ReATYSH

[ ™

LOemosepcun basa TexHu4yeckas
nporpamm 3HaHUKN nopaepxka
— Llﬂllll‘ EFfFNIASE A" 1

Pucynok 49 — caiit Kox be3onacHocTn, riiapHasi cTpaHuna, 1eMOBepCHH POrpaMm

- Ecmu dKKayHTa Ha YKAa3aHHOM caiite HCT, TO HGO6XOI[I/IMO €ro Co3gaTb, Ha>XaB

KHOIIKY «PCI‘I/ICTpaI_II/IH»I

Y
(g”) KOR BE3OMNACHOCTH +7 (495) 982-3020 Hanwuwrewaw  Bron | Perucmauwes SR
\j Texnoanepxka: 8 800 505-3020

NPOAYKThI

Pucynok 50 — caiit Koa Be3onacnoctn, perucrpanus

B oTkpbiBIIEMCS OKHE 3aMOTHUTH POPMY PETUCTPALIN:
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N
’\g”) KOA GE30MACHOCTM +7 (495) 982-3020 Hanwuure nam Bxon | Pemcrpauus ISl
\j Texnopnepxka: 8 800 505-3020

NPOAYKTHI ’ PELUEHWA | KYNUTh I CEPBUC I AHANUTUKA | KOMMAHUA

Ha yxasanHbifl 8 (PopMe e-mail NPUAET 3aNpocC Ha NOATBEPKACHHE PETMCTPALMM

Ko et *
@ nonssosarens

Mapthep

JInyHbIe AaHHbIe

Nomwmu (MuH. 3 cumsona): *
Napons. *
Beeaure napons euwe pas. *

E-mail. *

Damunus: *
Orvectso: *

Tenegox *

MHopMaums o KOMMNaHUK:

Komnanua: *

Pucynok 51 — caiit Kon bezonacuocru, perucrpanusi, 3anoHeHue moJieii 1js co31aHus

Y4YETHOM 3aIIUCH.

- Tlocne ycremHoOW perucTpanuu ¥ ayTeHTU(GUKAIMH TOJ CBOUMH YYETHBIMHU

JdaHHBbIMU, nepexoanum B pasaein ACMOBCpPCHUN:

https://www.securitycode.ru/products/demo-versions/3amyctiure Ha HCIOTHEHHE
¢aiin Konturent TLS-knuent.exe. Ha skpane mosBUTCS OKHO ycTaHOBKH TLS-

KJIMEHTA C TEKCTOM JIMIIEH3UOHHOTO cornaiienus (PucyHok 52).


https://www.securitycode.ru/products/demo-versions/
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il

Q‘V KoHTUHeHT TLS-knneHT

JNHLIEHZHWOHHOE COMMALLIEHHE o
C KOHEYHBIM NOJIb3OBATENEM MO HCMONb30BAHHKD
NMPOrPAMMHOTI0 OBECIMEYEHHA 000 «KO[ BE3OMNACHOCTH:

Pegaxyna JokyMenTa o 10.09.2015
1. OBLUHE MONOMEHHA

HacToAlee NMUSHIMOHHOE COTNAlWeHWe (ganee - CornalweHwe) ABNAETCA
MuueHznoHHsiM - JloroBopoM  Mexgy — OBWECTBOM € OTPaHUUYEHHON
OTBETCTBEHHOCTEHY  «Kog  Ge30nacHoCTW®, pPacnofoMeHHsIM Mo aapecy:
129075, r. Mockea, MypMaHCKWii npoesg, goM 14, kopnyc 1 (pganee -
MpasoobnagaTens), W BaMmu, AMUoM (danee - MoNL30BATENL), MNPABOMEPHD
BNAAEHILLMM 3KIEMINAPOM NIMLEHINOHHOMo nporpammuoro obiecnedenus 000 L

Bepcua 2.0.0.984 [T A npuHUMarS yCAGBMA NMUEHIMOHHOMS COMNALLEHNA

ﬂacrpoﬁlml & danee | 33KprTb

Pucynok 52 — JIunieH3M0HHOeE COTJIALLIEHHE

- HpO‘-ITI/ITC JIMOCH3WOHHOC COITalICHUC M, CCJIIM Bbl IIPUHUMACTC €ro YCJIOBUA,
IMOCTaBbTC OTMCTKY B I10JIC «1 MMPUHKUMAI0 YCJIOBUA JIMICH3UOHHOI'O COTIAICHUS,

3aTeM HaxmuTe KHOIKY «Jlanee» (PucyHok 53).

il

'fq:, KoHTuHeHT TLS-knmeHT

JNHLEHZ2HOHHOE COTrMALIEHHE -
C KOHEYHBIM MONbL3IOBATENEM MO HCMONb20BAHHID
NPOrPAMMHOIO OBECNEYEHHA 000 «KO[] BE30OMNACHOCTH»

Pegakuyng goxkymenrta or 10.09.2015
1. OBLUHE NOJSIOMEHNA

HacroAwee NWUEH3MOHHOE CcornaleHue (fanee - CornalleHue) ABNAETCA
MUUeH3WoHHEIM - JorosopoM  Mexgy — OfwectBoM € OrpaHMYeHHOR
OTBETCTEEHHOCTEH  «Kog bBezonacHocTw», pacnoNmxeHHelM no  ajpecy:
129073, r. Mockea, MypmaHckwid npoe3g, gom 14, wopnyc 1 (panee -
Mpaeoobnanatens), W Bamw, nuyom (ganee - Monb20BaTeENb), NPaEOMEpHO
BNAASKWMM 3KIEMNNAPOM NMUEHIWOHHOMD NporpamMMHore obecnedyenua 000

Bepcua 2.0.0.984 ¥ H npUHUMAatD YCA0BMA AMUEHIMOHHOMO COFNALLEHNS;

ﬂacrpoﬁn(nl '&',ﬂ,anee | 3aKpems

Pucynok 53 — I[IpogoskeHne yCTAaHOBKH MOCJIe 03HAKOMJIEHHS C JIMIEH3HOHHBIM

corjialieHuEM
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- IIporpamMmma yCTaHOBKH BBIIOJIHUT AUArHOCTUKY CHUCTEMBI, IOCJIE YETO HAYHETCS
ycranoBka [IO. Ilocne ee ycmemHoro 3aBeplIeHHS HAa OKpaHEe IMOSBUTCS

coo0IIeHne 0 HEOOXOIUMOCTH Iepe3arpy3ku Kommbrorepa (Pucynok 54).

LB

‘fq:, KoHTWHeHT TLS-knmneHT

YcraHoBKa 3a BepuleHda

Ana NpoAOIKEHNA NEPEArPYINTE KOMMBHTER

{ Tlepesarpyzue || 3akpime

Pucynok 54 — 3aBepuienune yCTaHOBKH

- Haxwmure kHonky «llepe3zarpy3uts» B okHe cooOuieHus. Haunercs nepesarpyska
kommnbtoTepa. [locne ycranoBku TLS-knueHta Ha pabodyem crtoie Windows
MOSIBUTCS SIPJIBIK 3arycka rpaduyeckoro npuioxenus TLS-kinueHTa, a B r1aBHOM

MeHo Windows nosiButcs pasnen «Koa besomacHoctuy.

- IIpu nepBom 3amycke TLS-kimeHTa OTKPOETCsl OKHO C COOOIICHHEM O HAKOTUICHUHN
SHTPONUM AJIsi OMOIOTUYECKOTO JaTYMKa CIydalHBIX 4ucen. JlJis BBIOJHEHUS
ATOW TPOILEAYPHl HEOOXOAMMO OYAeT KIWKATh JEeBOW KHOMKON «MBIIIN» IO

muieHu (Pucyrok 55).
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MPOM3B0AMTCA HAKOMNEHWE SHTPOMMK AN BUONOrMYECKOro AaTHMKE
CAYYEIHBLIX Yucen, LienbTecs B MUALEHD M HEXXMMAINTE NEBYIO KHOMKY MbILLM,

Pucynok 55 — HakonsieHue SJHTPONUM /151 OMOJIOTHYECKOT0 AaTYNKA CIAYYAHHBIX YHCe]

[Tocne 3aBepmieHwst ycTaHOBKH T LS-KiMeHTa HEOOXOAMMO BBIOJHUTH MPOIETYPY €ro
perucTpanmi.

I[JI?I peructpanuu TLS-kauenTa H606XOI[I/IMO BBITIOJIHUTH CJIICAYROIIINEC ,[[CﬁCTBPISIZ

- B otkpsiBuIeiics npu 3amycke ¢popme (PucyHok 56) HaxkaTh KHOIIKY «/{a».

[NoaTeepxaeHue

Bbl He 3aperncTpupoBaHsbl B
cucreme. Xotute
3aperucTpupoBaTbea?

bonblue He cnpawueaTb

N -

Pucynok 56 — Corsacue o perucrpanun
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- B ciaydae OTMEHBI aBTOMAaTHUYECKOTO OTOOPaXCHHMS OKHA pErHCTpalud MpU

3anmycke TLS-kimenta BbiOepuTe B MEHIO HacTpoek TLS-kimeHTa myHKT

«Peructpanusn» u Haxkmute KHOKY «HauaTte» (Pucynok 57).

ThagHas &
OHnaiiH perncrpauva

YnpaeneHue ceptuukaramu HAHATL @

OdnaiiH perucrtpauma

C02A3T aiA C NEPCOHANbHBIMU AZHHBLIMK
CO3AAHNE

VIMNOPTUPOBaTL ©3MA C CePUIiHBIM HOMEPOM

UMMOPT

£+  Hacrpoiiku n

0 O nporpamme

Hacrpowku

Y OcHOBHble

@ BHewHuit npokcy

£} YnpaeneHue koHOUrypaLueit
C$ O6Hoenenus

£ ayaur

@ BHewWwHWii eua

#l Peructpauua ‘Zl

Pucynok 57 — HauaJjio perucrpanuu

- Ha skpane nosiBuTCs iManoroBoe okHo peructpaiun (Pucynok 58).
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Perncrpauua

ma:

DaMuana:

OTuecTBO:
SNeKTpOHHAA NouUTa:
lopoa:
COpraHvzauyua:
Craen:

Afpec cepeepa permcrpamm: registration securitycode.ru

@ KC1

KC2

loToBD OTmena

Pucynok 58 — BBoa perncTpanuoHHbIX TaHHBIX

Beeaute Tpe6yeMLIe nmapamMeTpbl U HAXMHUTC KHOIIKY «I"oTOBOY. A,upec CCpPBCpa

peructpanuu u Bi0op «KC1» He MBMEHATD.

Haunercs mpouecc peructpauuu ¥ NOAKIIOYEHUS K YKazaHHOMY cepBepy. Ilpu ero

YCIIEIIHOM 3aBEpIICHUH Ha HKPaHe MOSBUTCS COOTBETCTBYIOIIEE HHPOPMALIMOHHOE OKHO.
[Tocne ycranoBku u peructpanuu TLS-kiareHTa HEOOX0IUMO:

- HWmnopruposars koHbwurypammonssiii daitn TLS-kmuenta conf.json, mis storo

HE00XO0AUMO:
- 3anyctuth TLS-xnuent Ha APM;

- BbIOpaTh MyHKT «HacTpoiikuy» - «YrpaBinenue koHpurypanuei» (Pucynok 59);



O KoHThHeHT TLS-Kknnent

Ynpaenexue KoHdWrypauwnei

JKCNOPTUPOBATE KOHQUIYPAUMKY

MMNOpPTUPOEaTE KOHDWUIYPALWHD
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-0l x|
Momck Q
HacTtpoliku
Y OCHOBHBIE

@ Brewwuid npoken

{§ ¥npaeneHve koHQUrypaLmel
CY OtHoenenus

L ayanr

- BHEWHWA By

Pucynok 59 — 3arpy3ka ¢aiisia koHpUrypanuu

— B JIEBOM YacTH BBIOPATH IMMyHKT «VIMIIOPTHPOBATH KOHMUTYPAITHIO).

=

b ACOW OuelIEPT » - | 43| | Mouce: ACOM @unLiEPT )
= 0 @

= ram fata uameHeHns

| KoHTuHenT TLS-client 25.03.2018 18:27

2| confJSON 25.03.2018 16:43

- 4 I | b
conf.JSON ~ | ISON Files (*json) -
[ OTkpeTs Ivl l Otmena ]

- OCYIIECTBUTH 3arpy3Ky ¢aiiaa KoH(UTypaIuu.

- B Clydae YCIIEIIHOM 3arpy3ku mossBUTCs coobrnenue (Pucynok 60).
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Yecnex

MMnopT KOHPUrypauuy 3aeeplued

Pucynok 60 — YcnemHblii pe3yjbTat 3arpy3ku (aiiiia kongurypamumn

— IIOCJIC HaXaTusa KHOIIKH «OK» IIOABUTCA

coobmienue (Pucynok 61);

- TmoaTBepAuTh oTKiItoueHue nposepku CRL, HaxkaB kHONKy «/la»

[loaTBEpXAEHME
OTenodeHne npoeepkw CRL
NPMEEAET K CHUXEHWHD YPOBHA

BezonacHocTi! Bel YEEPEHkI, UTO
XOTHTE OTK/IKOYKMTE NPOBEpKY?

Pucynok 61. Coobumenue 00 oTkiaouenue nposepku CRL

- JoGaButh cepTuduKatsl BeO-peCypcoB, sl ITOT0 HEOOXOIUMO:

— B TIJaBHOM OKHE IIPOrpaMMbl IE€pEUTH Ha BKIAAKY «YIIpaBIcHUE

cepruukaTamMu» u BeIOpaTh «IMnoprupoBare» (Pucynok 62);
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Monck Q

Hactpoiikn
F OcHoBHEE

NONb30BATENBCKWE CEPTUOWKATHI ‘CEPBEPHbIE CEPTUOWKATSI cop

Fnaeqan
= Orkpuite xpaunanue 53 OBHosums % Mmnopruposats
YNpaB/eHHe CepTHOHKATIMIA

CeppepHble cepTUOUKATEI 3aLLWLLLEHHLIX Pes ICOB
peep pTUG i pecyp @ Enewni npoxcu
p

£} ¥npaeneHue KoHOUrypaLMei
C? OBroenexns
£ ayanr

G BHewnnii sug

SawmwenHbIii cepaep Cratyc cepruguiara

CepBepHsie CePTUOUKAT! He HallAeHs!

[ peructpauma

Hactpoiu

O nporpamme

Pucynok 62 — OxkHO «YnpaBiieHHe cepTH(PUKATAMEI

— B OTKpBIBIIEMCS OKHE BbIOOpa (paiisioB BeIOpaTh 1o ouepeau daiinsl Ik cert.cer

u portal cert.cer u Haxkath KHONIKY «OTKpbITHY (PrcyHOK 63);

ACOW QuHLIEPT » - | 4 || Mouck: Acom ounLiEPT e
1A Nanka ==+ [l I@
| 5= ras Jata nsmeHeHna Tun Pazmep

J KonTtwHent TLS-client 25032018 18:48 Manka ¢ dainarmm
5 cacert.cer 25032018 17:26 Ceptndmkar Geso.., 1KE
= ||3| lk_cert.cer 05.04.2018 14:26 Ceptndmkar Geso... 1KBE
= portal_cert.cer 05.04.201815:12 Ceptndukar Beso... 1KB
- 4 m | »
dbaina: |k_cert.cer - [Cert'riicate Files (*.cer) V]

[ OTKpBITE Iv] [ Otmena ]

PucyHnok 63 — Beioop ceprudgxaToB Bed-pecypcon

- nobaBieHHBbIE cepTU(UKATBI OymyT OTOOpakeHbl B crmucke «CepBepHbIS

ceprudukate» (PucyHnok 64).
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Mownck Q

MNONb3CBATENBCKWE CEPTUCIKKATHI CEPBEPHBIE CEPTUOWKATHI CDP X
[E rnaeuan

= Omkperms xpauuiuwe ¥ O6HoeuTs %@ MMnopTupoEaTe

Q  YnpaeneHue cepTUGMKITaMUA HacTtpoiiku
Y OcHOBHBIE
Cep BepHLIE CepTHqJH KaTel 2alllWMLEHHLIX pecypcoB @ R g—
MpOEEPATE NOANMHHOCTE CEPTMAUKATOR £} YnpaeneHne KOHOWTypaumei
ZawmwenHkIi cepeep Craryc cepTudmkara r—, OBHOBEHUR
Ik.fincert.cbr.ru NelicTBUTEneH E CY

portal.fincert.chr.ru DNelicTeuTener @ BHewHWi Bua
E’ Peructpauua

£} Hacrpoiiku

0 O nporpaMme

Pucynok 64 — OxHo «Ynpasiienue ceprupuxkaramu-CepBepHble cepTHPKATHI

- Ecmu qna nocryna k cetu HTEpHET UCHIONB3YeTCsl MPOKCH CepBEP HEOOXOIUMO

IIPOBECTU HACTPOUKU IPOTrPaMMBI JUIsi KOPPEKTHOI pabOThI ¢ IPOKCH CEPBEPOM:

—~ B OCHOBHOM OKHE BBIOEPHTE MYHKT BBI30Ba HACTPOEK E U BBIOEPUTE B MEHIO
HACTPOEK IyHKT «BHENIHMI MPOKCH», MOCIE Yero MOSIBUTCS OKHO HACTPOEK
(Pucynok 65), B KOTOpOM HEOOXOIMMO BBIOpaTh «lICMOIB30BaTh BHELIHUIA
IIPOKCU-CEPBEP», YyKa3aTb HACTPOMKU Al pabOThl C HPOKCH-CEPBEPOM U

HaxaTb KHONKY «COXpaHUTbHY.
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BHelwHWIiA npokcK

v ACNONb20BaTh EHEWHWA NPOKCU-CEPEED

Agpec [ 1]

MopT: [ 1]

McknioueHna (aapeca pazaenskoTea ™)

AyTeHTUdMKaLMA: bes ayTenTudukanmmn M

OTMEHWTE

Pucynok 65 — OxHO HacTpoiiku napamMeTpoB npokcu-cepepa B Kontunent TLS

- B BY0-Opaysepe yKaXMTe SIBHbIE HACTPOMKH IPOKCH-CEpBEpa W JT00aBHTE B
uckmodenus aapeca portal.fincert.cbr.ru u Ik.fincert.cbr.ru, kak mokazano Ha

Pucynok 66 u PucyHnok 67:

ABTOMaTHYECKAA HEL‘FDD[&KE

YTobbl MCNONb30BaTL YCTEHOBNEHHLIE BOYYHYHD NEPaMeT Pk,
OTKNKYMTE BETOMAETHMHECKYHD HACTPORKY.

[] ABToMaTMECKE ONpeaEnetE NapaMETPOE

[] McronbsosaTe cueHapMit BETOMATMHECKOI HACTPORKHM

Mpoko1-cepsep

Wcnons30BaTe NPOKOM-CEPBED ANA NOKANEHEIX NOLKNHYEHWA (He
MPUMEHAETCA ANA KOMMYTHPYEMBEIX MK VPN-NOLKIKUEHME),

Appec: hnpec MpoKCH MopT: 80

["| He McNons30BaTE MPOKCU-CEPEEP ANA NOKANLHLIX 3APECOE

[ 0K ] [ OTMeHa ]

PucyHok 66 — OkHO HACTpOIiKN MapaMeTPOB NMPOKCH-CepBepa B Bed-Opay3epe
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Cepeephi
L B Tun Anpec Nnpokov-Cepeepa MopT
| =
L. HITP: AApEC NPoKon I 80
2. Secure: agpec NpoKoH . |80
5. FTP: afpec Npoko . | 80
4, Socks:

DAWH NpoKoM-CEpEEp ANA BCEX NPOTOKON0E

Moxnroqerus

| B He MNonNe30EaTE NPOKOM-CEPESD ANA aApeCos,
i HEHMHSFOLWMXCA C:

.

lk. fincert. cbr.ru; portal. fincert.cbr.ry| -

ANpeca pasaenArTCA TOYKoM C 3anAaTal (3.

[ Ok ] [ OTMeHa ]

Pucynok 67 — OkHO HACTPOIKHM UCKJIIOYEHHI 17151 IPOKCH-cepBepa B Bed-Opay3epe

- Hacrpoiite pexxum paOoThl KOHTPOJISI LETOCTHOCTH:

- 3amycture nporpamMMmy «KOHTpOJb LENOCTHOCTUY», JUIsl 3TOrO BBIOEpUTE B
rnmaBHOM MeHo Windows nyHkT «Bce mnpunoxkenus| Kon beszomacHoctu

|[Kontpons nenocruoct» (Pucynok 68);
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=3 = |

8" KoHTpons ueaocTHOCTH -

E .Q BLinoAHKTE KL, .Q BuinoAHMTs KL 3TanoHHoro MO 2 MepecyuTats KOHTPOALHLIE CYMME

CMNMCOK MOAYNER TLS-KNWEHTA  CTNIMCOK MOAYMEA OC

HazeaHue daiina Cratyc
CspAssistULdll
CspCert.dll
GuiClient.exe
GUIntegrityController.exe
IntegrityController.exe
MobyDickManager.exe
o request.xsl

PﬂcyHOK 68 — I'ltaBHOE OKHO NnmporpaMmmbIl «KOHTpO.]IL HEeJIOCTHOCTH»

— B OCHOBHOM OKHE BBIOEpUTE IYHKT BbI30Ba HACTPOEK E Ha sxpane nosiBurcs
TEKyIllee paclucaHhe peryiaMeHTHbIX TnpoBepok (Pucynox 69). B
OTKpbIBIIEMCS OKHe BblOepuTe «Pa3pemnts padboTy NpU TOBPEXKIECHUU
CHCTEMHBIX (paiiiIoBy», BEIOOpP JAHHOW HACTPOMKH HEOOXOIMM Il KOPPEKTHOM

pa6OTBI npu OOHOBJICHUH OHepaHHOHHOﬁ CUCTCMBI,

PacnwcaHne NPOBEPOK KOHTPONA LUenoCTHOCTH

Hauanoe 0 y, 0 MUH.
[OHW Hegenu:
MH BT Cp ur nr Ccb +| Bc

Pesxum paboTsl

+| PaspelwmTb paboTy NpW NOBPEXASHUM CHCTEMHBIX $afinoe

CoxpanuTe CTtmenuTs

Pucynok 69 — Hactpoiika peskuma padoThl KOHTPOJISI HEJI0CTHOCTH




88

1.4 YcTraHOBKa KOPHEBbIX CEPTU(PHKATOB yI10CTOBEPAIOLIETO
HeHTpa

Jns  ycraHOBKM — KOpHEBBIX  cepTudukaroB ['omoBHoro u  HamumonambHOTO
YIOCTOBEPSIONIMX IIEHTPOB, HEOOXOJUMO OTKpHITh aitn ¢ ceprudukarom cacert_nuc.cer
(moceroBaTeNbHOCTh JACHCTBUHN, OMHMCAHHBIX B 11.1.4 mMOBTOpHUTH mis (aiiga ¢ ceprudukarom
cacert_guc.cer) u B OTKpBIBIIEMCS OKHE Ha)XaTh KHONKY «YCTaHOBHTH cepTH(uKarT». B

OTKPBIBILIEMCSI OKHE MacTepa UMIIOpTa CepTU(PHUKATOB HaxkaTh KHOMIKY «/lanee» (Pucynok 70).

Macrep MMnopTa cepTUGUKATOE L&J

Macrep umnopTta cepTMPHUKaTOE

3TOT MACTER MOMOrEET KONWPOBATE CEPTHHMKETEI,
CMMCKK AOBEPMA W CWCKM 0T 35153 CEPTUPMKATOE C
NOKANEHOre AMCKA B XPEHUIMLLE CEPTMRMKATOB.

CepTUDMKET, BEIASHHEIA LEHTPOM CEPTHMDMKALIAN,
ABMASTCA NOATESPMAEHUEN BAWEH NMHHOCTH W
COOEPHHT UHDOPMALMID, HEOBXOOMMYKD ANA 3EMTE
AaHHBIX MM YCTAHOBNEHWA 3aILMLLEHHBIX CETEBBIX
NOAKMoYEHMA. XPaHMNMWE CepTMDMKATOB - 3TO
0fNacTE CMCTEMEI, MPeAHA3HAYEHHaA ANA XPEHEHUA
CEPTUDMKATOB.

[1nA NPoAoTHEHUA HEHMATE KHOMKY "anee”,

< Hasan lanee > ] | OTMeHa |

Pucynok 70 — OkHO 3amycKa MacTepa MMNopTa cepTugukaTon

B otkpsiBIIeMcst okHE HE00X01MMO BEIOpaTh «I[loMecTuTh Bce cepTuduKaThl B BHIOpaHHOE

XpaHWIHIIe» U HaXaTh KHONKY «O030p» (Pucynok 71).
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Pucynok 71 — Macrtep nmnopra cepTugukaToB — BbIOOP XpAaHHJININA CEPTH(PUKATOB

B otkpbiBHIEMCST OKHE HEOOXOAMMO BbIOpATh

XpaHwnuuie cepTwduKaTos
¥PAHUNULLE CEpTUDMKETOB - 3TO CUCTEMHEIE 0BNACTH, B KOTOPLIX
XPEHATCA CEPTUDMKETEL

Brifiop xpaHumMa MoseT Beimb NpousseneH Windows aETOMATUYECKN, MW Ke
MOKHO YKA33TH PASMELLEHME CEPTUEMKATE BPY|HYIO.

() ABTOMaTH4ECKM BoIBPATE XPEHWAMLLE Ha OCHOBE THMa cepTUdMKaTa
(@) MomecTTh Be cepTMdMKATEI B CIEAYIOWES XPaHUIHLLE

XPEHUMULLE CEPTUDMKATOB:

Obzop...

HOHDOEHEE 0 XPaHWNULWLaX CEQTHQHNBTDB

[ < Hazag ][ lanee = ] [ OTMeHa

ceprudukanmm» U Haxath KHONKY «OK» (Pucynok 72).

Mactep vmnopTta cepTndukaTos

BriBop xpaHuavwa ceptidukara

«/loBepeHHBIE KOpHEBBIE ILIEHTPBI

]

BriBEpHTE XPEHUNWILE CEPTHOMKETOE.

, B KOTOPLIX

< |

| Mdnos -
osepertioe kopestre uespol ceprdES
JosepuTensHEle OTHOWEHWA B Npeanpy
MPOMEXYTOUHEIE LEHTPEI CERTHEMKALM

JoBepeHHbIe M3ASTENM L

CanTIhAK AT K KATARKIM HET 0ARAOLL

GETOMaTHHECKK, MNH HE

m | F

[ NokasaTs duanuecke xpaHummwa

[ o«

] ’ OTmeHa

ﬂOﬂpOSHEE 0 XPEHMAMLLEY CEPTHDMKATOS

’ < Hazan ” lanee > ] [ OTmeHa

Pucynok 72 — Mactep umnopra cepru(pukaron «/loBepeHHbIe KOPHEBbIe HEHTPbI

B nosiBuBIIEMCST OKHE HEOOXOAMMO HaxaTh KHOMKY «Jlanee» (Pucynok 73).

cepruuranumn»
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Macrep wmnopTta ceprngukarce

Xpanuwnuuwe cepTwhHKaToR
KPEHWIMILE CEPTMDMKATOE - STO CHCTEMHEIE 0BNECTH, B KOTOPEIX
XPEHATCA CEPTHDMKETEL.

BoiGop XpaHMNMLLE MoxeT BbiTe NpousBeneH Windows SBTOMATHYECKM, MK e
MOMHO YKE38Th PasMELLEHME CepTHdMKaTa BpYqHYIO.

() ABTOMETHMHECKM BEIDPETE XPEHMMMLLE HE OCHOBE THNE CEPTHOMKETE
(@ MomecTTb BCe CepTUDMKATLI B CNEAYIOWEE XPaHUIHLLE

XPEHMNULLE CEPTHUDIKET B!

JoBepeHHbie KOPHEBLIE LEHTPLI EEDTMdJMKaLIMH

ﬂDﬂpOSHEE 0 XPEHANHWLEX CEpTUDMKATOE

[ < Hazan ][ Hanee > ] [ OTHMEHS

Pucynok 73 — Macrep umnopra ceprupukaron «/loBepeHHble KOpHeBbIe IEHTPbI

cepruuranumn»

B nosiBuBIIIEMCsl OKHE HEOOXOIMMO HaxKaTh KHOMKY «Jlanee» (Pucynok 74).

)

Mactep wmnopTa ceptndnkaTos

3aBepleHne MacTepa MMMOpTa
cepTMdmrKaTos

CepTuduKaT GyaeT MMNOPTMPOBAH NOCNE HEXATHA
KHOMKK ToToBo "™,

Bbink YKasaHk! CNeAYIOLLWE NEPaMeTPbl:

XPEHMIMLLE CEPTURMKATOE, BEIGPAHHOE NONL30BATENE!

ConepraHue

< Hazag ][ loToBo ] [ OTneHa

Pucynoxk 74 — Macrtep umnopra ceprudgukaroB — 3apepiieHne MacTepa UMIOPTAa

ceprudxaton
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B nosBuBmeMcs oxHe HGO6XOI[I/IMO HaXaTb KHOIIKY «FOTOBO», IIOCJIC 4Y€ro AO0JIDKHO
IIOABUTBHCA COO6H_[CHI/IC, B KOTOPpOM HCO6XO,I[I/IMO HaXXaTb KHOIIKY «[[a». HpI/I YCII€UIHOM UMIIOPTE

cepruduKaTa MosIBUTCA OKHO (PrcyHOK 75), B KOTOPOM HEOOXO0IUMO HakaTh KHONKY «OK»

Macrep vmnopta cepTudukaToe Iﬁ

Pucynok 75— Coo01ienne o ycrnemHoM uMnopre ceprudrara
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IlepedeHb NPUHATHIX COKPAILICHUI

Coxkpaienne IHos1HOE HAaMMEeHOBaHME
TLS Transport Layer Security
CVSS Common Vulnerability Scoring System
APM ABTOMaTH3UPOBAHHOE paboyee MEeCTO
AC ABTOMAaTU3UPOBAHHAs CUCTEMA
ACOU ABTOMAaTH3UpOBaHHAs CUCTEMa 00PaOOTKH MHIIUJICHTOB
(0 [Iporpammuoe obecrieueHue

®OunllEPT, Ilentp

LleHTp MOHUTOPUHTA U PEarupOBaHUsl HA KOMITBIOTEPHBIC aTaKu B
KpeAUTHO-(PUHAHCOBOI cdepe I'maBHOTO yIpaBJICHUS

6e3onacHocTy U 3amuThl HHPopmanun banka Poccun




