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1 OO01Me moJIoKeHu s

Hacrosiuii PernameHT ycTaHaBiMBaeT NOPSAJOK HOAKIOYeHMsT YuacTHMKOB kK ACOU

®OunllEPT.

PernameHT mnpenHa3HadyeH i1 YYacTHUKOB, HE 3apeructpupoBaHHbix B ACOU

OuHIIEPT, a Taxxe 3aperucrpupoBanHbix B ACOU OunllEPT.

He noanam3opubiM opranuzauusM, s nojakiouenus k ACOU  ®unllEPT,
MpeIBapuUTeIbHO HEOOXOAMMO TOAmucaTh JOKyMeHT «TwumoBas Qopma cornamenus o
B3auMoieiicTBuu LlenTpanbHoro 6anka Poccutickoit denepariuu 1o Bompocam MpoTHBOACHCTBUS
KoMIbIOTepHBIM atakam» (http://www.cbr.ru/StaticHtml/File/14435/agreement.pdf) u orripaBuTth
B LlenTpanbHbiil 0ank Poccuiickoit @enepannu B ABYX 3K3EMILISpax, HOIMUCAHHBIX CO CTOPOHBI

OpraHu3amnuu.

Jns oOecrniedeHus: B3auMOJICHCTBUSL MEXAYy YuacTHHUKaMu U lleHTpoMm mocpencTBom
ACOU @uallEPT xkaxknplii w3 YUYacTHUKOB JODKEH HMMETh XOTS OBl OJHOTO

3aperucCTpUPOBAHHOTO MOJIb30BATEIS.

Jns  ocymectBieHuss MHGOPMAIMOHHOTO B3auMmojeicTtBus mocpencrsom  ACOU

OuulIEPT YuacTHuKaM HEOOXO0IUMO:

— HampaBWTh 3alpoC HAa PErHCTPAllMI0 Ha aapec SJCKTPOHHON  MOYTHI
info_fincert@cbr.ru ¢ mnomerkoit «MubpopmanronHoe B3aumojeicTBue». K

3anpocy MPUIIOKUTH 3alI0JHEHHYI0 DOpMy KapTOUKH YUACTHHKA;
- mnony4uTts oT LlenTpa:
- yuerHble gaHuble 175 goctyna B ACOU ®unllEPT;
- nmokyMmeHT «PykoBojacTtBo YuactHuka no padore ¢ ACOU ®unllEPT;,
- KOpHEBbIE CepTU(UKATHI U cePTUPUKATHI BEO-peCypCoB.

B nepuon 1o 15.08.2019 (BxirounTeNibHO) JUIsl 3aIiuiiieHHOro nojkimroueHuss k ACOU
OunllEPT ucnone3yroTcs cnenyromue cepTudukatsl (pamee - Cepruduxatsr 1), 1OoCTymHBIC TIO

ceputke http://cbr.ru/StaticHtml/File/14408/ASOI1_docs.zip (B manke «cepTHPHUKATHD»):

- cacert_nuc.cer — xopHeBoil cepTudukaT HannmoHaNBHOTO YHAOCTOBEPSIOIIETO

LIEHTDPA;

- cacert_guc.cer — kopHeBo# cepTH(HKAT ['0J0BHOrO y10CTOBEPSIOIETO IIEHTPA,;


http://www.cbr.ru/StaticHtml/File/14435/agreement.pdf
http://www.cbr.ru/StaticHtml/File/14435/agreement.pdf
http://www.cbr.ru/StaticHtml/File/14435/agreement.pdf
mailto:info_fincert@cbr.ru
http://cbr.ru/StaticHtml/File/14408/ASOI_docs.zip

- Ik.fincert.cbr.ru.cer — cepruduxar pecypca Ik.fincert.cbr.ru;
- portal.fincert.cbr.ru.cer — cepruduxar pecypca portal.fincert.cbr.ru;

- api.fincert.cbr.ru.cer- ceprudukar pecypca api.fincert.cbr.ru.

Hauunas ¢ 16.08.2019 s 3ammmensoro nogxiroueHuss Kk ACOU OuallEPT Oynyt
UCTIONIB30BAThCS cienytomue ceptudukarsl (qanee - Ceprudukarsl 2), JOCTYIHBIE MO CCBUIKE

http://cbr.ru/StaticHtml/File/14408/ASOI_docs.zip (B manke «ceprudurarsr 2019-2020») u Ha

uHpopmanmonaoM mopraine B pazaene «kACOU OunllEPT ([JokymenTanus u [10 YyactHuka)»
https://portal.fincert.cbr.ru/Content/1069/cert_asoi_2019.rar (mocTymHO it MOAKIOYCHHBIX K

ACOU ®unlIEPT Yuactaukos ¢ yctanoBneHHoit ['[OCT- kpunrorpadueii):

cacert.cer — KopHeBo# cepTU(UKAT yIOCTOBEPSIONIETO IIEHTPA;
- cacert.crl- ciucok 0TO3BaHHBIX CEPTH(PUKATOB;
- Ik.fincert.cbr.ru.cer — cepruduxar pecypca Ik.fincert.cbr.ru;
— portal.fincert.cbr.ru.cer — cepruduxar pecypca portal.fincert.cbr.ru;
- api.fincert.cbr.ru.cer- ceprudukar pecypca api.fincert.cbr.ru.
Onucanune ycTaHOBKHM CepTU(UKATOB MPUBEIEHO B II. 3.5.

Hanee YuactHuku mMoryT ocymectBisiTe padoty B ACOU ®unllEPT B cooTBeTCcTBHM C
nokyMeHToM «PykoBonctBo YuactHuka o pabore ¢ ACOU ®unllEPT». AkryanbHble Bepcuu
nokymenrtaruu Juist padborsl ¢ ACOU ®unlIEPT Oyayr pa3memarbcsi B MH()OpPMAIMOHHOM
noptane (https://portal.fincert.cbr.ru) B pasnene «ACOWU ®uullEPT (Joxymentanus u I[10

YuacTHUKA)».

[Tpu padore B8 ACOU ®unllEPT u ¢popmupoBanuu 3amnpoco B @uHLIEPT YuacTHuKH

MOT'YT UCIIOJIB30BaTh CICAYIOIIUC THUIIBI JaHHBIX:

- peajbHBIE JaHHble 00 WHIMAEHTaX WH(OPMallMOHHONW Oe30macHOCTH B
opraHm3zanusx OaHKOBCKOM cuctembl P® — yuyacTHHUKAax HHPOPMAIMOHHOTO

oOMmeHa;

- TecToBble (MMHTAllMOHHBIE) JaHHBIE 00 WHIHMIEHTaX HHPOPMAIIMOHHOM
0e30macHOCTH B OpraHu3amusax OaHKOBCKOW cucteMbl P® — ygacTHHKax
nHpopManmoHHoro oOmeHa. [Ipu BHECEHWH TECTOBBIX JaHHBIX HEOOXOIUMO

rmoMeyvaTh WX 3aroJOBKH M TEMBI CUMBOJIOM «***y. TecToBble (MMHTAIIMOHHBIC)


http://cbr.ru/StaticHtml/File/14408/ASOI_docs.zip
https://portal.fincert.cbr.ru/Content/1069/cert_asoi_2019.rar
https://portal.fincert.cbr.ru/

JTAaHHBIE TOJDKHBI B MAKCUMAIBHON MEpe COOTBETCTBOBATH MH(POPMAITUH, KOTOPYIO
MpearoiaraeTcs 3amojiHATh  YYaCTHUKY HHGOpMalMOHHOrOo oOmeHa (1o
CTpYKType, dopMaTam, HAmOJHEHHUIO U T.J.). 3ampOChl, COAEPIKAIUE TECTOBbIC

(MMHUTAIMOHHBIC) TaHHBIC, HE 0OpabaTeiBatoTcs onepatopamu Oual[EPT.



2  Perucrpanusi Y4acTHUKA

Ha ocHOBaHMM IIOJYy4YE€HHON II0 D3JIEKTPOHHOM II0OYTE€ KApTOYKM YdacTHHKaA LleHTp
OCYLIECTBIISIET CO3/IaHUE HE MEHEE OJIHOM YUYETHOMW 3alMCH MOJIb30BaTENs Y YaCTHUKA C IpaBaMu
Ha yIpaBJIeHUE MT0JIb30BaTeIAMU B paMkax YuactHuka (OrBercTBeHHblit YIO), yueTHbIE 3aMCH
nosnb3oBarened ([TonpzoBarens YMO) u maponu Juis MEPBUYHOTO BXOAA B JIMYHBIA KaOMHET

VYyacTHHKA.

ITo YMOJJIYaHHUIO I1apOJib y‘ICTHOfI 3alMCu COo34acTCsAa C Tpe6OBaHI/ICM €0 CMCHBI IIpU

nepBoM Bxojie B ACOU ®unllEPT.

CoznlanHas y4yeTHas 3anuch U NEPBUYHBIN Mapoib nepenatorcs LleHTpom Ha yka3aHHBIE B

KapTO4Ke VYyacTHUKA anapec 3JICKTpOHHOI7[ IMOYTHI H/HIIN TGJIC(l)OH OTBCTCTBCHHOI'O JIMIIA.

Perucrpanus nonb3oBarens Y4yacTHUKA ocyuiecTBisgercs LleHTpoM nocie nonydeHus: um
3anpoca Ha perucrpaunto or OrBerctBeHHoro YHMO. 3anpoc or OrBerctBeHHOro YMO Mmoxer
OBITh TOTy4eH Kak yepe3 JInunplii kKaOMHeT YJacTHHKA TMO0 MOCPEACTBOM AIIEKTPOHHON TOYTHI

B paboueM Nopske.
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3  ¥YcranoBka u Hactpoiika I10

3.1 Tpeb6oBanus k APM

Hns pabotsl ¢ ACOU ®unlIEPT momxkabl ucnons3oBatbes APM ¢ xapakTepucTUKaMH,

HE HIXKE MPECTaBICHHBIX B Tabmuie 1.

Tabmma 1 —  Cucremnbie  TpeOoBanuss k APM  nmna paGotel ¢
ACOU ®unlIEPT
Oo6opynoBanue Pexomennyembie TpeGoBaHuA
[Mpoueccop He xyxe Intel Core i3
o3y >3072 M6
I'paduueckas kapra Pazpemenne ne menee 1920x1080 Touek, ¢ BO3MOXXHOCTBIO

BBIBOJIa U300paKEHUs HA 2 MOHUTOpA

HXM/] >80 16
CereBoil amanTep Ethernet 100 Base-T u Bbimie
Momnwutop nuaroHayip He MeHee 19 mroiiMoB

paspenienue He MmeHee 1920x1080 Touek

Ha APM, nomxHO OBITh YCTAaHOBJIEHO CIIeyIollee MPOorpaMMHOe o0ecTiedeHue:

omneparonHas cucrema Microsoft Windows 7/10;
- Adobe Acrobat Reader 11 u Bite;

- 00o3peBaTenb (I000i u3):

- Microsoft Edge;

- Microsoft Internet Explorer Bepcuu ne Himxe 11,
- Google Chrome Bepcun He HUXE 60;

- onHo u3 cneayrommx CK3U qis ycranoBku 3amuiieHHoro coeaunenus ¢ ACOU

@®unlIEPT (uepes O6paysep Microsoft Internet Explorer):

- Kpunrollpo CSP;
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- VipNet CSP;
- Lissi CSP;
-~ CpEeIICTBO aHTUBUPYCHOM 3aLIUTHI.

BAXKHO! Vcmanosxy «Koumunenm TLS-knuenm» ma APM, npeonasnauenmwiii Ons
pabomvr ¢ ACOU Dunl]EPT, ne npouzeooums 6 ciyuyae, eciu na APM ycmanoseneno CK3U
Kpunmollpo/NipNet CSP/Lissi CSP, noooepoicusarowee ¢ pabomy ¢ TOCT P 34.10-2001 / TOCT
P 34.10-2012 (¢ ucnonvzosanuem I'OCT P 34.11-94 / TOCT P 34.11-2012), u naanupyemcs

ucnonvzoeams moavko obospesamenu Microsoft Internet Explorer.

Huctpubytussl CK3U u skcmyarainoHHasi JOKyMEHTalUsl JOCTYIHbI JJI CKaYMBaHUS

Ha O(bI/II_II/IaJ'IBHbIX caurax HpOH3BOI[HTCJ'I€fI JaHHBbIX CPCACTB:

—  KoHuruHeHT TLS-xknueHT: https://www.securitycode.ru/products/demo-

versions/ ;

- Kpunrollpo CSP: https://www.cryptopro.ru/products/csp/downloads ;

- VipNet  CSP: https://infotecs.ru/downloads/besplatnye-produkty/vipnet-
csp.html ;

— Lissi CSP: http://lissi-crypto.ru/downloads/download lissi csp/ .

Vcranoska CK3M  ocymecTBiasieTcss B COOTBETCTBHM € 3KCIUIyaTallMOHHOMN

I[OKYMCHTaHHeﬁ Ha HHX.

B n.3.4 onmucana yctanoBka KontuHeHT TLS-kmumeHT kak OCHOBHOTO CpeacCTBa IS

noctyrna k ACOU ®unllEPT.

3.2 OO0mue TpedoBaHuUs

Ilepen nauanom paboTsl HeoOXoaumo mMmony4uuTh B LleHTpambHOM Oanke Poccuiickoii
Oenepannu  (Mpu  nepBUYHOM moakiatoueHnn ydactHuka K ACOUW OunllEPT) wmm ot
OTBETCTBEHHOI'O IpPEACTABUTENS B OPraHU3allMU - YUYacTHUKE yxe noakiatoueHHoro k. ACOU

®uullEPT:

- KoHurypauuoHHbI Qaitn nas TLS-knameHTa ¢ HacTpoWKaMu MOAKIIOUEHHUS K

ACOU ®unlIEPT;
- KOpHEBbIE CepTU(UKATHI YIOCTOBEPSIIOMINX IIEHTPOB,;

- ceprudukarsl pecypcos portal.fincert.cbr.ru u Ik.fincert.cbr.ru;


https://www.securitycode.ru/products/demo-versions/
https://www.securitycode.ru/products/demo-versions/
https://www.cryptopro.ru/products/csp/downloads
https://infotecs.ru/downloads/besplatnye-produkty/vipnet-csp.html
https://infotecs.ru/downloads/besplatnye-produkty/vipnet-csp.html
http://lissi-crypto.ru/downloads/download_lissi_csp/
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- pykoBoACTBO ydacTHHKa 10 padbote ¢ ACOU ®uullEPT.

[lepeuncieHHble BhIIIE CPECTBA, 32 UCKITIOUeHHEeM | LS-knuenTa, npeaatorcs Lientpom B

Buze apxuBa (ACOU ®unllEPT.zip), comepskaliero cieayroline KaTaaord 1 (haibr:

- conf.json — KOHpHUTYpaITMOHHBIH (ailsl, colepKaIIHi mapaMeTpbl TOIKITIOYCHHS K

ACOU ®unl[EPT;

- cacert_nuc.cer — kxopHeBo#i ceptudukar HanMoHaNIBHOTO YIOCTOBEPSIOLIETO

LOCHTpPA,
— cacert_guc.cer — KOpHEBOU cepTH(HUKAT [ '0JIOBHOTO YAOCTOBEPSIOIIETO IIEHTPA;
- portal.fincert.cbr.ru.cer — cepruduxar pecypca Ik.fincert.cbr.ru;
- Ik.fincert.cbr.ru.cer — ceprudukar pecypca portal.fincert.cbr.ru;

- PykoBonctBo yuacthHuka.pdf — comepkuT pyKoBOJICTBO ydacTHHKa MO padoTe ¢

ACOU ®unllEPT.

3.3 TpedoBanus K MOAKIIOYEHUIO

Hns noaxmrouenuss Kk ACOU ®unllEPT Ha cTopoHe VYyacTHHMKa MOJDKHBI OBITh

HACTPOCHBI:
— CeTeBbIe MpaBuJa, pa3pelaroilnue MoAKII0UeHrne o MopTy 443 k agpecam:
- portal.fincert.cbr.ru;
- Ik.fincert.cbr.ru;

- B CPEJIICTBE aHTUBUPYCHOM 3aITUTHI JOJIKEH OBITh OTKIIFOYEH KOHTPOIIb UCXOSIINX
coeauHeHnil Ha 443 nopT npu ucnosb3oBanuu s goctyna kK ACOU OunllEPT

T1O Koutunent TLS-xnueHT.

3.4 YcranoBka u HacTpoiika TLS-kanenta/CK3U

s obecnieuenns 3amuiieHHoro gocrymna mno anroputMam ['OCT k ACOU ®unllEPT Ha

APM HeobOxomumo ycTaHoBUTH TLS- KITUEHT.
Hnst aToro:

1 Tlepeiinute Ha cait https://www.securitycode.ru. Ecmu ecTh ydeTHas 3amuch

(axkayHT) Ha TaHHOM caiiTe — HEOOXOIMMO OCYIIECTBUTH BXOJI IT0JI CBOUMH JIOTHHOM

U TIapOJIeM:


https://www.securitycode.ru/
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+7 (495) 982-3020 Hanwusrevam  Baoa | Penscoauns  DSEN
Texnoanepxka: 8 800 505-3020

'~
tcr,\ s
(1 ’j’ KOA EE30NACHOCTH
~

Pucynok 1 — caiit Kox be3onacHocT, Ha KOTOpOoM MOHO ckadyaTh TLS-kaunenT

2 3aiigute B pa3nen nemoBepcu: https://www.securitycode.ru/products/demo-versions/.

CchlaKa Ha 3TOT pa3aei €CThb Ha IJ1aBHOK CTpaHHUIIE caiiTa.

«Kop besonacHoCcTu»

Linpokan nuHexa C3U, KoTopas OXBaThiBaeT Bce
YPOBHM WHGPACTPYKTYPHOM 6e30NacHoCTH

Ml NPE/NATacM NPOAYKTE, YAOBNETBOPAIOUME BOEM NOTPEOHOCTAM
OPFAMALINR 6 OONACTH 0OECNEYEHNs UB. OT J3LLMTH! KOHEHBIX CTAHLYI W
CEPBENOB 710 JAUMTH BHPTYANUINPOBIHHLOX WHPPACTRYKTYD W MOGHNbHEX
YCTPONCTB COTPYAHMEOB.

MOANMCATEER Ha HOBOCTH

HoBoctu

DNpoayxret «Ke
O MENCETERRIM HPIHIN

[ ™

Oemosepcumn Basa TexHu4yeckas
@ nporpaMm 3HaHWK noagepxka
_ LI‘IIIII‘ IFfFSIIAA I 3

Pucynok 2 — caiit Kox be3onacnocTu, riiaBHasi CTpaHULA, 1€MOBEPCHH MPOTPaMM.

3 Ecmu dKKayHTa Ha YKa3aHHOM caiite HCT, TO HCO6XOI[I/IMO €T0o CO31aTh, Ha’KaB KHOIIKY

«Perucrpanus»:


https://www.securitycode.ru/products/demo-versions/
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by
(gf'} KOfl BE3ONACHOCTH +7 (495) 982-3020 Hanweran  Bxon | Pequcroauss  BRR
\.) Texnopaepxka: 8 800 505-3020

Pucynok 3 — caiit Kox be3onacHocTu, peructpaunmus.

B oTKpBIBIIEMCSI OKHE 3aIIOHUTH (OPMY PETUCTPAIIH

N
’\g”) KOR E3OMNACHOCTU +7 (495) 982-3020 Hanwwere wau  Bron | Perwcrpauss  Bale
\j Texnopnepxka: 8 800 505-3020
NPOAYKTHI | PELLUEHWSA | KYNUTL | CEPBUC ‘ AHAJIMTUKA | KOMMAHUA

Ha yxa3anHbii B (popme e-mall NPUAET 3aNpPOC Ha NOATBEPKASHUE PEUCTPALMN.

Kro e *

@ nonssosarens

Naptvep

JInyHbIe AaHHble

Mok (MuH. 3 cumsona): *
Napons. *

Beeaure napons ewe pas. *
E-mail. *

vima: *

Damunua: *

Ormvectso: *

Tenedoun *

WUHdopmaums o KoMnaHuu:

Komnanua: *

Pucynok 4 — caiit Koa be3onacnocrn, perucrpanmus, 3anojHeHue 1moJiei 1UIsl co31aHus

YUYeTHO 3anucH.

[Tocne ycnemHo# peructpauy 1 ayTeHTU(UKALIUY T10]] CBOMMH y4E€THBIMU JaHHBIMH,

nepexoauM B paszjgen jaeMoBepcum: https://www.securitycode.ru/products/demo-

versions/

4 3anycture Ha ucnonHenue ¢aiin Kontunent TLS-knuent.exe. Ha axpane mosiBUTCS

OKHO YCTaHOBKH TLS-knuenTa ¢ TEKCTOM JJUICH3MOHHOI'O COTJIallICHMA.


https://www.securitycode.ru/products/demo-versions/
https://www.securitycode.ru/products/demo-versions/
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= E

f!:, KoHTUHeHT TLS-knumeHT

JHUEH3WOHHOE COMNALIEHHE =
C KOHEYHbIM MOJIb30BATENEM MO HCNONb20BAHHHD
NMPOrPAMMHOIO OBECMEYEHHA 000 «KOJ[ BEZONACHOCTH:

Pengaxyna Jokymenta or 10.09. 2015
1. OBLUHE MONMOMEHHA

HacTodAllee NWUEH3MOHHOR corfawedwe (fanee - CornaweHwe) ABNAETCA
MuueH3uoHHEM - Joroeopom  mexgy — ObwecteoM € OrpaHM4eHHoi
OTBETCTBEHHOCTEHY  «Kof BEe30nacHOCTW®, PacnoNo¥eHHbIM no  ajpecy:
129075, r. Mockea, MypmaHckwid npoe2g, gom 14, wopnyc 1 (ganee -
MNpaeoobnagatens), W BaMu, nMUoM (ganee - MoONL3IOBATENL), NPABOMEPHO
BAAAEHILLMM 3KIEMINAPOM NHLEHIWOHHOMD NporpaMMHore obecneueHua 000 o

Bepcwa 2.0.0.984 [T A npuHUMatD YCAOBMA NMLEHIMOHHOID COrNALLEHKA

Hactpoiikun | Hyl fanee | {Zakpeme |

Pucynok 5 — JInnieH3MoHHOE coryianieHue

HpO‘-ITI/ITe JIMOCH3WOHHOC COIrJIali€HUEC U, €CJIM Bbl IIPUHUMACTC €TI0 YCJIOBUA, ITIOCTABLTC
OTMCTKY B I10JIC «s1 IMpHUHUMAI0 yCJIOBHA JJULUCH3UOHHOI'O COITIAIICHUA», 3aTEM HAXKMUTEC KHOIIKY

«Jlanee».

il

"q:, KoHTUHeHT TLS-knueHT

JIHUEH3WOHHOE COTNALIEHHE -
C KOHEYHbIM MONIb30BATENEM MO HCMONb30BAHHKD
NMPOTPAMMHOIO OBECTEYEHHA 000 «KO[ BE3ONACHOCTH:

Pefakyng goxkymenta or 10.09.2015
1. OBLUHE NONMOMEHWA

HacToAllee AWUEHIWOHHOE cornawednwe (ganee - CornaleHwe) ABNAETCA
MuueHzwodHeiM - Jorosopom  mexay — ODWecTBOM  ©  OFpaHMUYeHHOHR
OTBETCTEBEHHOCTEHY «Ko4 EBe30nacHOCTW®, PaCNONOMEHHBIM N0 agpecy:
129075, r. Mockea, MypwaHckwid npoezg, gom 14, kopnyc 1 (ganee -
Npaeocbnagatens), W Bamu, AuuomM (Aanee - MNofb20BaTENL), NPABOMEPHO
BNEAEHLLMM IKIEMMIAPOM NUUEHIMOHHOMS nporpaMmMHoro obecneuennA 000

Bepcwa 2.0.0.984 ¥ A npuHMmMaro yCNoBNMA NIMLEHZMOHHOTO COMNALUEHIA;

Hacrpoﬁlml '&',ﬂaneel 3akpeITe

Pucynok 6 — IIpoxoJizkeHne yCTAHOBKH MOCJI€ 03HAKOMJIEHHS € JINIEH3HOHHBIM

corjialieHuEM
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[IporpaMmMa yCTaHOBKM BBINIOJIHUT JUArHOCTUKY CHCTEMBI, IIOCJE€ 4YEro HayHEeTCs
ycranoBka [IO. Ilocnme ee ycmemHOro 3aBepllieHHs Ha HKpaHe IOSBUTCSA COOOILIEHUE O

HEOOXOIMMOCTH Iepe3arpy3ku KOMIbIOTEpa.

LB

‘fq:, KoHTWHeHT TLS-knmneHT

YcraHoBKa 3a BepuleHda

Ana NpoAOIKEHNA NEPEArPYINTE KOMMBHTER

{ Tlepesarpyzue || 3akpime

PucyHok 7 — 3aBepuieHue yCTaHOBKHU

5 Haxmure kHonky «llepe3zarpy3uts» B okHe cooOmeHus. Haunercs nepesarpyska
kommnbrotepa. [Tocne ycranosku TLS-knuenTa Ha pabouyem crone Windows nosiBuTcst
ApIBIK 3amycka Trpaduueckoro mnpuioxkeHus TLS-kiueHTa, a B TJIaBHOM MEHIO

Windows nosisutcs pazaen «Kox bezomacHoctuy.

[Tpu nepBom 3amycke TLS-kimueHTa OTKpOETCS OKHO ¢ COOOIICHHEM O HaKOILICHHU
SHTPONUM JJIsi OMOJIOTHYECKOTO AaTuyuKa CIydaHbIX uncen. [[is BBIMOTHEHUs STOU

npoucaypsl HCOGXOI{I/IMO 6y,[[eT KJIMKATh JIEBOM KHOIIKOM «MBIIIHY 10 MUIIICHU.
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MPOM3B0AMTCA HAKOMNEHWE SHTPOMMK AN BUONOrMYECKOro AaTHMKE
CAYYEIHBLIX Yucen, LienbTecs B MUALEHD M HEXXMMAINTE NEBYIO KHOMKY MbILLM,

Pucynok 8 — HakonuieHne SJHTPONNH VISl OMOJIOTNYECKOr0 JaTUYHKA CIyYaiHbIX YHcell

[Tocne 3aBeprieHnst ycTaHOBKH T LS-KireHTa HE0OX0IMMO BBITIOTHUTE MPOIIETYyPY €T0
perucTpanum.

I[JI?I peructpanuu TLS-kauenTa H606XOI[I/IMO BBITIOJIHUTH CJIICAYROIIINEC ,[[CﬁCTBPISIZ

1 B otkpsiBLIelics npu 3amycke popMe HaxaTh KHOMKY «Jla».

[NoaTeepxaeHue

Bbl He 3aperncTpupoBaHsbl B
cucreme. Xotute
3aperucTpupoBaTbea?

bonblue He cnpawueaTb

N -

Pucynok 9 — Corsnacue o perucrpanuu
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2 B ciydae oTMEHBI aBTOMATHYECKOTO OTOOpaXEHHUSI OKHA PETUCTPAIMU MPH 3aIyCKe
TLS-knuenta BeiOepuTe B MeHIO HacTpoek TLS-kimmeHta myHKT «Permcrpanus» u

HaXXMHTE KHOIIKY «Hauatby.

E InagHas "
OHnaWH perucrpaumsa
Q Ynpaenenue cepTudukatamu HA4ATb @ HaCTpOﬁKVI
Y OcHOBHbIE
OdnaiiH peructpaumsa @ Bwewnuii npoken
4 Ynpaeneue koHOUrypaLueii

C$ O6Hoenenus

L ayaur
VMNOPTUPOBAaTL Qaiin C CepHitHEIM HOMEPOM Py %
) D ¢ P P @ BHewWwHwuii eng

IO fl Peructpauun IZ‘

C0324aTk OaMN C NEPCOHANBHBIMI AZHHBIMIA

CO3AHME

{S} Hacrpoviku n

® 0O nporpamme

Pucynok 10 — Hauajo perucrpauuu

Ha OKpPAaHC MMOABUTCA AUAJIOTOBOC OKHO PETHUCTpPALIUH.

Permcrpauua

Mma:

DaMuna:

OTyecTeO:

INEKTPOHHAA NouTa:

lopoa:

OpraHW3auua:

Ctgen:

Appec cepeepa permcTpauyn; registration.securitycode.ru

® KC1

KC2

lTotoeo OTmena

Pucynok 11 — BBoa perncTpanuoOHHbIX TaHHBIX
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Benute TpeGyemble mapaMeTpbl M HaxMmuTe KHOMKY «['0TOBO». An;pec cepmepa

peructpanuu 1 BeI0op «KC1» He M3BMEHATD.

Haunercs npouecc perucrpanuu 1 NOJIKIIOYEHHUS K yKazaHHOMY cepBepy. [lpu ero
YCTICIIHOM 3aBEPIICHUN HA DKPaHE IMOSBUTCS COOTBETCTBYIOIIEE HH(OPMAIIMOHHOE

OKHO.
[Tocne ycranoBku u peructpanuu TLS-knuenTa HeoOxoaumo:

1 WwmnoptupoBath koHpurypanuoHubsii ¢ain TLS-kmuenta conf.json, mis storo

HE0OXOMMO:
- 3anyctuth TLS-knuenT Ha APM;

- BbIOpaTh NyHKT «HacTpoiikn» - «YnpasieHue KoHpurypamuei»;

=
— Mowck Q
E
Ynpaenenwe koHbWrypaumei
9 JKCNOPTMPOBATE KOHOUIYDELIMK HaCTpOﬁKM

MMNOPTUPOEaTL KOHDWUIYPALWKD W OCHOBHBIE

@ Buewnuid npokcu

QI' ¥Ynpaenexve KOHOUrypauwen
¥ OtHoenenmna

E sy

- BHEWHWA Bug

Pucynok 12 — 3arpy3ka aiinia koHpurypauuu
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- B JICBOM 4aCTH BBIOpATh MYyHKT «IMIIOPTUPOBATH KOH(UTYPAIHIOY.

m -

b ACOW QuelLEPT » = | 43 || Moues: ACOM @urtiEPT o
' =~ 0l @

il ram fata uameHeHns

. KoHTuHeHT TLS-client 25.03.2018 18:27

2| confJSON 25.03.2018 16:43

- 4 i | 3
conf.JSON ~ | ISON Files (*json) -

[ OTkpeTs Ivl l Otmena ]

Pucynok 13 — Boi6op ¢aiina kondpurypauuu

— OCYUIECTBUTH 3arpy3Kky ¢aiina koHdurypamuu.

- B CIy4ae yCIEIIHOM 3arpy3ku MOSBUTCS COOOIIEHUE.

Ycnex

MIMNOoOpPT KOHQUIypawxuW 3aeeplleH

Pucynok 14 — YcnemHslii pe3yjbTaT 3arpy3ku (aiiia kongurypanumn
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—  II0CJIE Ha)KaTus KHOIIKA «OK» HOSIBUTCS

co00IIeHnE

[loaTBEp>XAEHWE
OTenoYeHKWe npoeepkl CRL
MPHEELET K CHUMEHWH YPOEHA

BezonacHocTk! Bel YEEPEHEI, Y4TO
HOTUTE OTKAHYMTE NPOBEprY?

Pucynok 15 — Coo0menne 06 oTk/ouennu npopepku CRL

— TOATBEepAUTH OTKIroueHue nposepku CRL, HaxxaB kHonKy «/la»
2 J1o6aBUTb cepTU(HUKATHI BEO-peCypCcoB, ISl 3TOr0 HEOOXOAUMO:

- B TJIaBHOM OKHE MPOTPaMMBI TICPEHTH HA BKIIAJKY «YIpaBJICHHUE CepTU(DHUKATAMI

1 BBIOpaTh «IMIIOPTHPOBATHY,

Mowmek Q

MNONb3CBATENLCKWE CEPTUCHKATBI CEPBEPHBIE CEPTMOMKATEI CDp X
[E  rnasuan

E OTKPEITE XpaHUAUILE G CBHOBMTE ",? MAMnopTUupoBaTe
Q  Ynpaenenue ceprudmkatamu HaCTpoﬁKM
W OCHOBHBIE

CepBepHble cepTUOWKATLI 3alUWILEHHBIX pe COB
peep P ¢' pecyp @ BrewHuid npokeu

MpoEEPATL NOANMHHOCTL CEPTUQHKATOR £} YnpaeneHne KOHOUTypaumed
% otHorneHus
L ayaur

G- BHEWHWA BUA

3awMweHHLIA cepBep Cratyc ceprudurata

CepeepHEle CEPTHQUKATEI HE HallaeHs!

E’ Pernctpauun

HacTporikn
o] po

o O nporpamMme

Pucynok 16 — Oxno «YnpaBjenue cepruguKkaTaMmum»
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B OTKpBIBLIEMCS] OKHE BbIOOpa (aiiiioB BbIOpaTh 10 ouepeau daiiier 1k_cert.cer u

portal_cert.cer u Haxxath KHOIIKY «OTKDPBITHY;

ACOW GuHLIEPT » - | 43 ||| Mouex: Acom @uriiePT P
38 nanka = 0 @
|52 rag [ata usmeHeHna Tun Pazmep
). Kowtwnent TLS-client  25.03.2018 18:48 MNanka c dannamm
5] cacert.cer 25.03.2018 17:26 Ceptndukar Beso... 1 KB
E | lk_cert.cer 05.04 2018 14:26 Ceptndunkar Beso... 1 KB
5] portal_cert.cer 05.04.2018 15:12 Ceptudmkar Beso... 1KB
-~ < i | »
baina: |k_cert.cer - [Cert'riicate Files (*.cer) v]
l OTKpEITE Ivl [ Otmena ]
Pucynok 17 — Boioop cepTudxaToB Bed-pecypcon
- no0aBlIeHHBIC CepTI/I(I)I/IKaTBI 6y,HYT OT06pa)KeHBI B CIIMCKC «CepBepHHC
CepTH(HUKATEI.
— Mownck Q
MOMNB30BATENbCKMVE CEPTUGMKATEL  CEPBEPHBIE CEPTMOMKATH  CDP
naeHan
E OTKPLITE XpaHUauiLe G CBHOBWTE ",? HMMnopTUupoBaTe
Q  YnpaeneHue cepTUGMKITaMUA HacTpoiiku

CepeepHble CepTUOUKATE! 2alLULLEHHLIX PECYPCOE

MpOEEPATE NOANHHHOCTE CEPTMOUKATOR

ZawMLeHHLIl cepeep Craryc cepTudurara
lk.fincert.cbr.ru NeidcTEnTEnEH
portal.fincert.cbr.ru AeficTENTENEH

£} Hacrpoiiku

0 O nporpaMme

Y OcHOBHBIE

@ eHewnuit npokey

{5} YNpaeneHne KOHOWrypaumei
¥ O6HoBneHws

L ayawr

1§ BHeWHWA Bng

E’ Peructpauua

Pucynok 18 — Oxno «YnpasJjenue ceprupuxaramu-CepBepHbie cepTHhKATHI»
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3 Ecmm mna noctyna k cetd MHTEpHET MCHONB3YyeTCsl MPOKCHU CepBep, HEOOXOIUMO

IIPOBECTU HACTPOMKH MPOTrpaMMBbl JJisi KOPPEKTHOM pabOThI ¢ IPOKCH CEPBEPOM:

- B OCHOBHOM OKHE BBIOEpUTE IYHKT BBI30Ba HACTPOEK EI U BBIOEpUTE B MEHIO
HACTpOEK NYHKT «BHemHuil npokcu», Mocjie 4ero MosSBUTCS OKHO HAcCTPOEK, B
KOTOPOM Heo0XoauMo BbIOpaTh «Vcronb30BaTh BHEUIHHHA IMPOKCH-CEPBEPY,
yKa3aTb HACTPOMKW JJsi paboThl C TPOKCH CEpBEPOM U HaXKaTh KHOIKY

«COXPAHHUTDH».

BHewHwWiA npokcK
~| ACNONB20EATE BHEWHWA NPOKCU-CEPEER

Anpec: o

MopT: [ 1]

McknoueHna (aapeca pazaenarTca )

AYTEHTUDMKALMA: Bes ayTeHTUdMKaLMI -

CoxpaHuTs CTMeHUTh

Pucynok 19 — OxHo HacTpoiiku napamMeTpoB Npokcu-ceppepa B Kontunent-TLS
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- B B30-Opay3epe yKaXHTe SBHbIE HACTPOMKH MPOKCH-cEpBepa M J00aBbTE B

uckiroueHus aapeca portal.fincert.cbr.ru u Ik.fincert.cbr.ru:

ABTOMaTHHYECKER HEL‘FDD[&KE

YTolbl MCNONb30BATE YCTAHOBMNEHHLIE BOYYHYHD MEPaAMETPEI,
OTKMKHYMTE SETOMATMHECKYHD HACTPORKY.

[] A5TomMaTHuECKoE ONpeaenete NapaMeTpoE

[T MecnonezoBaTE cLEHAPHI BETOMATHMUECKOI HACTPOMKK

Mpoko1-cepsep

WMcnone308aTh NPOKCM-CEPEEN ANA NOKANEHBIX NOAKMKYEHWA (He
MPUMEHAETCA ANA KOMMYTUPYEMBEI MK VPN-N0aKN0YEHMI).

Anpec: hnpec MNPoKCH MopT: 80

[ He WoNoNE3Z0EATE NPOKOW-CEPBEP ANA NOKANEHEIX &PECos

[ 0K ] [ OTMeHa ]

Pucynok 20 — OxkHoO HACTpOliKN IapaMeTPOB NPOKCH-cepBepa B Bed-Opay3epe

CepBeptl
| B Tun Appec Npokoi-cepsepa Mopt
ey =
L, HTP: aapec NpokKo ! &0
2. Secure: | AAPEC NPOKOH . | 80
3. FTP: afpec NpoKo - |80
4, Socks:

CAMH NpoKCOW-CEpEED ANA BCEX NPOTOKOMOE

McKnoqeHHA

| = He wononb30BaTe NPOKCM-CEPEED ANA 3APEC0E,

l;' HEYHMHIKWMXCA C

lke. fincert. cbr.ru; portal. fincert. cbr.ru| p

Anpeca pasgenATCA TOHKDM C 3anaTon ().

[ oK ] [ OTMeEHE ]

Pucynok 21 — OkHO HACTPOIKH UCKJIIOYEHUI /I MPOKCH-CepBepa B Be0-Opay3epe
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4 Hacrpoiite pexum paboThl KOHTPOJIS EIOCTHOCTH:

- 3amyctute nporpamMmmy «KOHTpPOJIb HEIOCTHOCTUY, AJISl 3TOTO BBIOEPUTE B IJIaBHOM

MeHio Windows nyHkT «Bce mnpunoxenusi Kon besomacnoctu |Kontpois

OCJIOCTHOCTHY,
— | |
= X3
B KoHTpoAas LenocTHOCTH & s - —3 lee T
E .Q BLinoAHKTE KL, .Q BuinoAHMTs KL 3TanoHHoro MO 2 MepecyuTats KOHTPOALHLIE CYMME

CMACOK MOAYNER TLS-KNWEHTA  CMNIMCOK MOAYMEA OC

HazeaHue daiina Crartyc
CsphssistULdll
CspCert.dll
GuiClient.exe
GUIntegrityController.exe
IntegrityController.exe
MobyDickManager.exe
o request.xsl

Pucynok 22 — T'naBHoe 0kHO nporpaMmmbl «KOHTPOJIb eT10CTHOCTHY

—~ B OCHOBHOM OKHE BBIOEpUTE IYHKT BbI30Ba HACTPOEK E Ha skpane nosiButcst
TEeKyIllee pacliCaHue PErIaMeHTHBIX IPOBEpOK. B oTKphIBIIEMCSI OKHE BbIOEpUTE
«PazpemnTh paboOTy NMpu MOBPEXKIACHUH CHCTEMHBIX (HailjioB», BHIOOP TaHHOU
HACTPONKH HEOOXOIUM ISl KOPPEKTHOM paboThl TpH OOHOBIIEHUH OIlEpallMOHHON

CHUCTCMBEI.
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PacnwcaHne NPOBEPOK KOHTPOMA LUeNOoCTHOCTH

Havance 0 y, 0 MHH.

AHW Hegenw:

MH BT Cp ur nr Cc6 «| Bc

Pexkum paboTsl

v| PaspewmTs paBoTy NpK NOBREXASHUM CUCTEMHBIX Qalfinoe

CoxpaHuTb OTMeHUT

Pucynok 23 — Hactpoiika peskuma padoThbl KOHTPOJIS HeJI0CTHOCTH

3.5 ¥YcranoBka cepTuuKaToB

Jlist  ycTaHOBKH KOPHEBBIX CEPTU(PHKATOB yIOCTOBEPSIONIMX IICHTPOB HEOOXOIMMO

MIOCJIEIOBATEBHO OTKPHITH (DAaIIbI ¢ CepTUPUKATAMU:
- cacert_nuc.cer;
- cacert_guc.cer.

Jlist kaxmoro cepTUdUKaTta B OTKPBIBIIEMCS OKHE HaKaTh KHOMKY «YCTaHOBUTH

cepTudUKaT». B OTKpHIBIIEMCS] OKHE MacTepa UMIIOPTa CEPTH(PHUKATOB HAXKATh KHOMKY «/lameey.
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Mactep vmnopTa cepTudnkaTos &J

Mactep nmnopTa ceptngukatos

3ITOT MACTEP NOMOTSET KOMWPOBATE CEPTUGMKATEI,
CNWUCKK A0BEPHA K (MWCKK 0T3bIBa CEDTMdJMKETDB C
NOKanbHOro AWCKa B XpaHWnULLE CEDTMdJMKETDB.

CepTHMKAT, BEIAEHHBIA LEHTPOM CEpTHdMKALIN,
AENAETCA NOATEEMHAEHUEN Ballei MMYHOCTH W
COAEPHHT MHDOPMALIID, HEOBXOAMMYIO ANA 3ALUMTEI
AEHHBIX UMK YCTEHOBNEHWA SALUMILEHHBIX CETEBLIX
NOAKMOYEHIIA, XPEHUMMULE CEPTUDMKETOS - 3TO
0fNacTh CICTEMBI, MPEAHASHEYEHHARA ANA XPEHEHUA
CEPTMRMKETOE,

ANA NPOAOMAEHNA HEKMATE KHOMKyY “Janee”,

< Hasan lanee > ] [ OTMeHa

Pucynok 24 — OkHo 3anycka MacTepa UMNoOpTa cepTUPUKATOB

B otkpeiBmieMcs okHe HE0OXOAMMO BBIOpaTh MyHKT «llomMecTuTh Bce CepTH(HUKATHI B

BHIOPaHHOE XPAHIIIUINE» U HAXKATh KHONIKY «O030p».

Macrep umnopTta cepTudukaTcs &J

XpaHwnuuie cepTwduKaTos
¥PEHMMNLLE CEPTHRMKATOB - 3TO CMCTEMHEIE 0BNECTH, B KOTOPEIX
XPEHATCA CEPTHRMKATEI,

Brifop ¥paHUnuWa MoeT BbiTe NponsseaeH Windows SETOMATH|ECKH, MM e
MOKHO YKA33TH PASMELLEHME CEPTUEMKATE BPY|HYIO.

() ABTOMaTH4ECKM BoIBPATE XPEHWAMLLE Ha OCHOBE THMa cepTUdMKaTa
(@) MomecTTh Be cepTMdMKATEI B CIEAYIOWES XPaHUIHLLE

XPEHUMULLE CEPTUDMKATOB:

Obzop...

HOHDOEHEE 0 XPaHWNULWLaX CEQTHQHNBTDB

[ < Hazag ][ Hanee = ] [ OTMeHa

Pucynok 25 — Macrep uMnopra cepTu(pukaToB — BbIOOP XpaHUJIUINA cepTH(PUKATOB

B OTKPBIBIIEMCS OKHC HCO6XO,Z[I/IMO BBI6paTB IIYHKT <<I[OBCpeHHLIC KOPHEBLIC LICHTPbI

cepTUHUKAIMM» U HaKaTh KHONKY «OK».
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Macrep vmnopTta cepTidukaTos l _EE

Bribop XpaHuaMiLa cepTuguKaTa M

, B KOTOPLIX
BribepuTe xpaHunuwLe cepTUdMKETOE,

+ | Niuroe - SETOMATHHECKH, WK KE
E] [loseperroe Koprestie uerps cepTid
| [doBepUTEnbHEIE OTHOWEHWS B NPeanpy —
| MpoMesyTouHEIE LEHTPE! CEPTHdMKaLM

| Nosepenteie usnaTenM | BpaHunMwe

e -
Lol T CRATIARAK ST W ATANRIM HET 0ARSMIA
€| i | »

[ NokazaTh dMzMYSOME XPEHMIMILE

[ OK l [ OTMeHa

HOEDOGHEE 0 XpaHUIWLLSX CEETHQHI\'&TDB

[ < Hazan " Hanee > ] [ OTHEHa

Pucynok 26 — Macrtepa umnopra ceptupukaToB «/JloBepeHHble KOPpHEBbIE HEHTPHI

ceprudranum»

B nosiBuBIIIEMCS OKHE H606XOI[I/IMO HaXXaTb KHOIIKY «I[anee».

Macrep uMnopTta cepTudKkaToe u

Kpanwnnuwe ceprwhuKaTos
KPEHWMMLLE CEPTMDMKATOB - 5TO CMCTEMHbIE 0BRaCTK, B KOTopEIX
XPEHATCA CEPTHDMKETEIL,

Bilfop XpaHHAHLLE MookeT BbITe NpouseeneH Windows aBTOMaTHHECKMN, MK e
MOMHO YKESETE PASMELLEHME CERTHEMKETE BRYUHYID.

() ABTOMATMHECKM BEIBPATE XPAHWNMLLE HE OCHOBE TN CEpPTUMKATA
(@) MoMecTHTE BCe CEpTHAMKATE B CIEAYIOWEE XPaHMHILE

XpaHUNMLLE cepTUDMKETOE!

[loEEpEHHbIE KOPHEEIE LIEHTPI CEPTUMKALIMIA

HOHDOGHEE 0 XpaHUNMLSX EEQTH@HKEITDB

’ < Hazaa ” lanee > ] ’ OTHeHa

Pucynok 27 — Mactep umnopra ceprupukaron «/loBepeHHbIe KOPHEBbIe HEHTPbI

ceprudranum»
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B nosiBuBIIEMCSI OKHE HEOOXOJMMO HAXKaTh KHOMKY «/lameey.

)

Mactep vmMnopTa cepTudukaTos

3aBeplLUeHNe MacTepa MMMOpPTa
cepTudmrKaTos

CepTudmKaT ByeT MMNOPTMPOBEH NOCTE HENETHA
KHoMkK “ToToBo™,

Bblmi YKa3aHE! CNeAYIOWME NEPaMETPbI:

CopepaHue

< Hazan ][ loToso ] [ OTmeHa

Pucynoxk 28 — Macrtep umnopra ceprudukatoB — 3aBeplieHne MacTepa UMIoOpTa

ceprudxaTon

B mnosiBuBImIEMCs OKHE HEOOXOIUMO HakaTh KHOMKY «['0TOBO», Mocje 4Yero IOJKHO
MOSIBUTHCS COOOIIIEHNE, B KOTOPOM HEOOXOAMMO HaXaTh KHOTIKY «/la». [Tpu ycnenrnom ummnopre

CepTI/I(I)I/IKaTa MOSABUTCSA OKHO, B KOTOPOM H606XOI[I/IMO HaXXaTb KHOIIKY «OK».

MacTep wmnopTa cepTMdUKaTOE Iﬁ

| MmnopT yenelwHe BEINCAHEH,

Pucynok 29 — Coo01menne 06 ycnemsoMm umMnopre ceprtugxara

3.6 OnucaHue U yCTPaHEeHNE BO3MOKHBIX OIIMOOK NP MOAKIIOYEHUU
kK ACOU ®OunllEPT

[Ipn ycraHOBKE 3aIIMIIEHHOTO COEAWHEHHMS IpH mnomomu | LS-kmmenta wmoryr
MOSABJIATBHCA CICAYIOIIUC OH_H/IGKI/IZ

- He paboraet nogxmtouenne TLS knreHTa yepe3 mpokcH cepaep.
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- He ocymectBnsiercs perucrpanus 110

[Tpu NOSIBNICHUN TaHHBIX OMMOOK HEOOXOAUMO:
- y0emuThcs, 4To Hcodib3yercs Bepeus T LS-knuenTa He Hke 2.0.0.1151;
—  OTKJIFOYHTH B HACTPOMKAX aHTUBUPYCAa KOHTPOJIb mopta 443\tcp;

- ycranoButb CK3M Kpunto ITPO CSP 4.0 u mpoBeputh paboTOCHOCOOHOCTH

coeauHeHus B 6paysepe Internet Explorer;

- B CIy4Yae BO3HUKHOBEHHUS OIIMOKM TOAKIIOYEHHUS MOBTOPUTH IPOLEAYPY
yctaHoBKy TLS-kimmenTa B coorBerctBuu ¢ 1. 1.3 [punoxkenus 1 k HacTosmemy

PykoBonctsy.

B cnyyae moBTOPHOTO BOBHMKHOBEHUS OMIMOOK HEOOXOUMO MOArOTOBHTE MAKCHMAIBLHO
BO3MOXkHOe ontucanue (Bepcus OC, Bepcus Opaysepa, Bepcust CK3U, onrcanue ommodku, CHUMKA
9KpaHa, HAa KOTOPHIX BHJHA OIMMOKA) W HampaBbTe HA aapec DIESKTPOHHON TOYTHI

svc_fincert_support@chbr.ru.
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4  Ilepssriii Bxoq B ACOU ®uullEPT

Joctyn k nuYHOMY KaOMHETY Y4YacTHHKA OCYIIECTBISICTCS IIyTeM Iepexoja C
nH(}pOpPMaAITMOHHOTO noprajia ACOHA OuHlEPT, JIOCTYITHOT'O 1o aapecy
https://portal.fincert.cbr.ru .

[Ipu nepBom Bxoze B JIK nonbs3zoBarens YyacTHUKA JOJIKEH:

1 cmenuts napons it Bxoga B ACOU @unllEPT:

HoBblit naponb

Bel BOCNONb20BANMCE BRPEMEHHBIM NMaponem.
YcTaHoBRMTe cOBCTEEHHBIA Naponb, KOTOPbIA Bbl
fyneTe MCNoNb30BaTh NPW NOCNEAYOWMWX BXOAax
E CHCTEMY.

Pucynok 30 — OkHO cMeHBbI NapoJisi HePBOro BXoAa

2 Tmonb30BaTelb ¢ mpaBaMu «OTBeTcTBeHHBIH Y O»:

- TPOBEPUTH U NMPU HEOOXOJUMOCTH YTOUHUTH JJaHHBIE B KAPTOUKE YUYaCTHUKA,

C(bOpMI/IpOBaTL 3aIMpoC Ha UX UBMCHCHHUC B ClIydac H606XO,[[I/IMOCTI/I;

- C(bOpMHpOBaTL 3alpoC Ha CO3OaHHUC HOBBIX IoJIb30BaTellell YdJacTHHKA

(ITonms3oBarenerr YNO).

- Hayath pabOTy B COOTBETCTBUM C JOKYMEHTOM «PyKOBOICTBO Y4acTHHKA IO

pabote ¢ ACOU ®unllEPT»;


https://portal.fincert.cbr.ru/
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3 mnomnw3oBatens ¢ npaBamu «llomszoBatens YUO»:

— HadaTb pa60Ty B COOTBCTCTBHUH C JOKYMCHTOM «P YKOBOACTBO VYyactHHKa 110

pabore ¢ ACOU ®uullEPT».
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5 IMoakar0YeHue HOBOTO MOJIb30BATEJIS
3aPerucCTPUPOBAHHOIO YYaCTHUKA

Jns  mOaKIIFOYEHWs  HOBOIO — NOJIB30BATENSl  3aPETMCTPUPOBAHHOTO  YYaCTHHUKA
HE00X0aUMO:

— CKauyaThb aKTYyaJbHYIO BEPCHUIO TOKyMeHTa «PyKkoBOJACTBO YyacTHHKaA 11O paboTe ¢
ACOM ®unllEPT» u KoMIUIEKTa NpPOrpaMMHOr0 oOOecleueHus C caiTa

https://portal.fincert.cbr.ru;

- mnonb3oBarento ¢ npaBaMu «OtBercTBeHHbIH YO» BoiiTn B ACOU ®OunllEPT un
cenaTh 3ampoc Ha 100aBJieHne HOBOTO MOJIb30BaTENsl YYACTHUKA B COOTBETCTBUU

¢ 1okyMeHTOM «PykoBoacTBO YuactHuka no padore ¢ ACOU OunllEPT»;,

— TOJYy4YUTh YBEJAOMJIEHHE O CO3/IaHMM HOBOM y4YeTHOW 3amUCH I0JIb30BaTelsl

Y4aCTHHKA;

— OCyHIeCTBUTh YCTaHOBKY HeoOxoaumo 10 na APM nonb3oBaresns.


https://portal.fincert.cbr.ru/
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6 IlepeyeHb TMNOBBLIX OHIMOOK NMPU MOAKJIIOYEHUH U

CIoCOObI UX pelIeHUus

6.1 Omuoxu npu noakiawyeHun Kk ACOU ®unllEPT

I[ITpuMeuanue. Ecnu Ha KOMIBIOTEPE YCTAHOBIEHO HECKOJIBKO KPUIITONPOBAiIEpPOB,

TO CTa0WIbHOE TOJKITIOYCHHE K ITOpTajIaM He TapaHTUPYETCSL.
ACOU OunlIEPT noaaep:xuBaet Caeayromue KpUITorpoBaiiepshl:
- VipNet CSP ne ke Bepcun 4.2.10.51612 beta (ne cepruduirpoBanHas Bepcusi);
- Kpunrollpo CSP ne nmxe Bepcuu 4.0.9944 (R3 - ceptudunupoBanHas Bepcus);

- Kopx 6e3omacaoctr CSP (B cocraBe KontunenT TLS-knuenta). Kpunronpogaiinep

Kon 6e3onacHoctu CSP o6ecnieunBaet padboty Toibko Kontunent TLS-knuenTa.
Pa6ora ¢ ACOM ®unllEPT c wucnonp3oBaHueM JpYruX KpUIITONPOBANIEPOB HE
MOJIICPIKUBACTCSL.
6.2 OwmmoOku npu perucrpannu Kontunent TLS Kiuenra

B wuckmouenusx MPOKCHU-CCPBCPA HOJIZKCH OBITh I[O68.BJ'I€H aapec perucTpanuun

registration.securitycode.ru
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IlepedeHb NPUHATHIX COKPAILICHUI

Coxpamenne IMotHOE HAaMMeHOBaHME

APM ABTOMAaTH3UPOBaHHOE paboyee MECTO

AC ABTOMaTHU3MpPOBAHHAS CUCTEMA

ACOU ABTOMaTH3MpPOBAaHHASA CUCTEMa 00PAaOOTKH MHIIUACHTOB

10 [IporpamMmMHoe obecrieueHue

CK3U1 CpenctBo kpuntorpaduyeckoit 3amuTsl UHGOpMALIUK

Lentp, LlenTp MOHUTOPUHTA U PEArMPOBAHUS HA KOMIIBIOTEPHBIC aTaku B

OunllEPT KpeIUTHO-(HUHAHCOBOM cthepe I'maBHOTO YIIPaBJICHUS
0e3o0macHOCTH U 3auThl HHGopMaluu banka Poccun.

YHUO YyactHUK HH(DOPMAIIMOHHOTO 0OMEHA

®CBb Poccun ®denepanpHas cnyx0a 6e3onacHocTu Poccuiickoit denepanuu
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IlepeueHb NPUHATHIX TEPMUHOB

Coxpamenne IlosiHOe HauMeHOBaHMe
Nudopmanuonnsiii | OOMen wuHbopMmanmeld O KOMIBIOTEPHBIX aTakaXx MEXIy
oOMeH VYyactHukamun u  lleHTpoM ¢ 1Henabl0  NpeaynpexacHus,

BBISIBJIEHMSI U CO3JAaHMSI  YCIOBUM 11l  NPECEUEHHUs
MpaBOHAPYIICHUH Ha (QUHAHCOBOM pbIHKEe Poccuiickoii
Qenepaunuy, B HAIMOHAIBHOM IUIATEXKHOW CHUCTEME W
MOBBIIIEHUE YPOBHS WH()OPMALIMOHHON O€30MacHOCTH
YyacTHUK 1 Tllomnanzopnas ILlenTpanbHoMy ©Oanky Poccuiickoii

denepanuy OpraHu3aLus:

- KpEIUTHBIE OpraHU3alNH;

- mpodeccuoHanbHbIe YUaCTHUKU PHIHKA [IEHHBIX Oymar;

- MUKPO(QHUHAHCOBBIC OpraHU3AIUH;

— KPEAHTHBIC MOTPEOUTEIILCKHE KOOTICPATUBHI,

— CTpaxoOBbI€ OPTaHU3AIINY;

— CTpaxoBble OPOKEPHI;

— o0miecTBa B3aMMHOTO CTPaXOBaHUS;

— OpraHu3aTOPBI TOPTOBIIY;

— KJIUPUHTOBBIE OPTaHU3AIINH;

- HErocyJapCTBEHHBIE TIEHCUOHHBIE (POH/IBI;

—  yIpaBJISIONIAEe KOMIIAHUW WHBECTUIIMOHHOTO (POH/IA;

— YIOpaBJISIONINE KOMITAHWH I1a€BOTO WHBECTUIIMOHHOTO
donna;

—  YIOpaBJSIONIHE KOMIIaHHH HETrOCyJIapCTBEHHOTO
MMeHCUOHHOTO (HOHTA;

—  CHEIHWAIM3UPOBAHHBIC JETIO3UTAPUU WHBECTUITHOHHOTO
donna;

- CHelHalTu3UpPOBAHHbBIE JIETIO3UTApUH [1aeBOT0O
WHBECTHIITMOHHOTO (POH[IA;

- CHCIHATN3UPOBAHHBIE JICTIO3UTAPUHU
HErocyJ1IapCTBEHHOT'O IEHCHOHHOTO (POH/IA;

- JoMOapbl.
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Cokpamenne

ITos1HOE HANMEHOBAHHE

2 He mopnam3opnas llenTpanmbHoMy O0anky Poccuiickoi
Oepepauuu  OpraHMzanus -  OPUAMYECKOE  JIHUIO,
MOAMNMCABIIEE  COTJIAIIEHWE O  B3aUMOJCHCTBUU  C
Hentpansubim  OankoMm  Poccumiickoit  ®enmepamuu 110

BOIIpoCaM HpOTHBO,Z[CfICTBPI?I KOMITIBIOTCPHBIM aTakaM




